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U 1980 - 1985 password guessing

self-replicating code

U 1986 - 1990 password cracking

expliciting known valnerable
disabling audits

back doors
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U 1991 - 1995

U 1966 - Ud9UU

hijacking session
SWEepers

sniffers

stealth diagnostics
packet spoofing

GUI
automated scan
www attack
denial service
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e network scanner
e password cracking
e packet sniffer

e variety of trojan horse programs and libraries
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— Probe

— Scan

— Account compromise
—Root Compromise

— Packet Sniffer

— Denial of Service

— Exploitation of Trust

— Malicious Code

— Internet Infrastructure attack
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e N1SAONADUMNILNDS

e Bios Security

e Boot loader Security

e [.ocal security

File and File system security




Unix File System

noognas=uuina
-rw-r--r-- kevin users 114

1% bit — directory? (no)
2" bit - read by owner?
(yes, by kevin)

3" bit — write by owner?
(ves, by kevin)

4" bit - execute by owner?
(no)

5" bit — read by group?
(ves, by users)

Jun 25 2000 .zlogin

6" bit — write by group? (no)

7" bit — execute by group?

(no)

8™ bit - read by everyone?
(ves, by everyone)

9'" bit — write by everyone?
(no)

10" bit — execute by everyone?

(no)
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Stop Spam Mail

e 941U Spam
o @51 Spam 1910 MU
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lu Web server «——» Web client

https.//

f11S stelnet , ssh

Mmsld pgp ua: Public key cryptography




NYMOATALULDOS




NANUIGILA=DIASMSNIAIAY

Principles
Policies & Regulations
Organizational Management Practices
nformation Infrastructure Management Practice
echnology-Independent System Administration Practice
Technology-Dependent System Administration Practices
Product-Dependent System Administration Practices
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UWSu internet

o Goyanunaulolu internet TOAUUINUAzAU
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