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ABSTRACT

This paper is aimed at increasing the level of security of information stored on NECTEC’s management
information system. A main mechanism in driving this to occur is a user policy. All NECTEC users who
interact with or use this information system are expected to strictly abide by this user policy. It is highly
hoped that with this policy in hand, we can in part improve the security over NECTEC’s management and
administration information, especially sensitive information, stored on a large number of datab ases.
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1. Introduction
With the advent of Information Age, IT policy and
management plays a critical role to businesses,
firms, companies, organisations, institutions, and
academia partly in directing how employees work
and cooperate so as to increase the operational
productivity, efficiency, speed, and flexibility as
well as the security of the working environment.
Well-planned and well-thought-out IT policy and
management will potentially lead the business to
the high performance and capacity for the working
environment.

This paper is aimed at boosting the level of
security of information stored on NECTEC’s

management information system (MIS) [15], as a
result safegaurding the invaluable resource, namely
large volumes of NECTEC’s information against
potential threats that can be detrimental to the
integrity ofthe MIS. A main mechanism in driving
this to happen is a user policy which we call
NectecNet Usage Policy. All NECTEC users are
expected to strictly abide by this user policy.

Over recent years information security has
gained more and more attention. This is chiefly
because electronically accessible information has
been stored more and more into computing
systems. In computing systems, personal
computers, workstations, networks, and any other
communication media are used to disseminate,



access, and manipulate information so widely that
threats in various forms over information stored
can take place if insufficient care is taken. Threats
can be non-trivial, especially leading to financial,
legal and reputation matters and hence managers
should pay great attention on the security over
information they maintain.

As an information system, our NectecNet
(NECTEC’s Intranet) system is one that serves to
disseminate and manipulate information mainly for
management and administration of NECTEC. The
system is thus exposed to information threats.
(Readers interested in the foundation, objectives,
implementation, progress, and milestones (our
achievements) ofNectecNet can be found in the lab
profile [12].)

In addition, we have adopted the information
infrastructure in [6] developed and used by the U.S.
National Information Infrastructure, to use with our
information  system. (Simply speaking, an
information infrastructure means both all hardware
and software that supports using information under
NectecNet’s  responsibility.) The  adopted
information infrastructure has to address the
security concerns [7] over the infrastructure. Our
information system therefore has also to take
account of the security of information maintained
in it.

Before we proceed, let us introduce necessary
terms that we will frequently refer to in this paper.

Terms

- The NectecNet system incorporates the
network, all hardware, sofiware, information,
data, databases, computing facilities under
NectecNet’s responsibility.

- Lotus Notes [14] Operating as the backbone
for NectecNet to provide the Intranet
technology, Lotus Notes is sofftware for which
the NectecNet stafftakes full responsibility.

Three main tasks performed by this
software are document database management,
workflow, and messaging among five office
locations (see Figure 1 also) belonging to
NECTEC.

- Databases Otherwise mentioned, referring to
this term, we mean document databases
created by users via Lotus Notes.

- A user means not only a NECTEC’s employee
who accesses or uses the NectecNet system but
also a user who has some cooperation,
coordination or collaboration in some way
with NECTEC.

Below we discuss about security risks posed over

information and point to how to obtain security

over it.
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1.1 Information S ecurity Risks are Real

A number of security risks posed over the business

(NECTEC s) information include:
Human errors and omissions People constitute
the greatest threat to their information system
[5]. From a source in [13], human errors and
omissions take account of 65% which is very
high. Potential losses include accidentally
deleting files, incorrectly updating
files/databases, equipment failures which
could also destroy information, and the door of
a server room leff unlocked.

- Computer crime entails unlawful access to
information, manipulation of information in a
manner that illegally benefits the perpetrator,
vandalism of hardware and software, and even
deliberate sabotage.

Below we list a number of security
incidents that took place with NECTEC in the
past decade.

One case that occurred to NETCEC about
one and a half year ago is that a hacker was
able to break into NECTEC’s internal network
and a major UNIX host and removed all files
ofthe UNIX host from the root directory. This
is a very disastrous and devastating security
incident and caused a major loss of
information to all users at that time.

Being a lab in NECTEC, High
Performance Computing Center (HPCC) got
hacked a number of times into its computer
system running Linux as its operating system.
L uckily little or no information loss occurred.

Running SunOS 4.1.3, a UNIX SunSparc
host of Computer Technology and Automation
(CTL) lab’s was hacked in 1998. The machine
was unable to boot and had to be re-installed
from scratch. Fortunately no information loss
occurred.

There was one time that the hacker broke
into a NECTEC’s UNIX host and leff a Trojan
horse version of the login program on it. This
login version then created the trap door to the
hacker to log in to the host at any time.

- Criminal Mischief encompasses information
pilferage perhaps committed by employees and
thus possibly our users in the organisation and
thus NECTEC to sell to anyone else outside.

- Computer Viruses Software import, e.g., via
FTP, downloading attached files from e-mail,
downloading Java/ActiveX applets, may
introduce viruses, Trojan horses and other
related threats to our information system.

- Policy Weaknesses [9] incorporates
weaknesses or vulnerabilities in the policies
used in the organisation, such as about



physical access controls, security
administration, disaster recovery and backup.

A security incident about disaster recovery
and backup took place with NECTEC in 1997.
Lotus Notes, which operates as the backbone
for NECTEC’s Intranet, crashed in that year
which caused a major loss of information to all
users.

This catastrophic incident is a nightmare
experience to all of us and to remind that a
“good” contingency plan, regarding system
backup is essential to any computerised MIS.

- Disasters such as floods, lightening, fire,
power fiilures, temperature (too high, for
example), humidity, sudden surges in electrical
power can pose a huge damaging potential for
loss of information.

1.2 How to Obtain Information S ecurity

To reduce information security risks to an

acceptable level, an information security plan

(program) should be developed and address the

aforementioned information security risks as a

minimum. Such a security plan we have in hand

thus far consists of

- A user policy or NectecNet Usage Policy that

codifies how  NectecNet’s information
infrastructure would be used by all users
appropriately and securely. This policy is now
being considered by the NECTEC Board of
Executives to be approved into actual practice
after passing through the process of
modification, addition and/or adjustment by
the board.
A training course for information security.
This course is aimed at educating all users to
be aware of and understand about threats to
information as well as networks and
computers. Users will also leamm how to
interact with or make use of information,
networks, and computers in a secure and
efficient manner.

This paper is aimed at creating the user policy
mentioned above so that all users will comply. It is
highly hoped that by fllowing this policy,
information security risks will be reduced to a
certain level. (This security means when combined
with other means, such as the training above, will
potentially reduce the risks to an acceptable level.)

The Bllowing is the structure of presentation in
order in this paper:

e Previous related work (section 2): We mention
about the previous related work influencing
the development of the user policy in this
paper.

e Policy scope and applicability (section 3):
Define a policy scope and what the user policy
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applies to.

e  Security policies (section 4). Briefly describe
security policies that all users should strictly
abide by. For the complete version of these
policies, we refer the reader to [10,11].

e Policy agreement (section 5): To enforce the
security policies, we need to get any user who
wishes to use the NectecNet system to sign
agreement with the conditions defined in this
section prior to beginning to use the NectecNet
system.

e Conclusion (section 6): What do we achieve in
this paper?, and what next do we plan to do?

2. Previous Related Work

The ideas in this paper of security policy have
principally been developed from a number of
security policy sources in [1,2,3,4]. The security
policies from those sources have been created and
used individually in a certain computing
environment. That is, security policy will vary from
a computing environment to environment and
therefore, each computing environment will have
its own unique security policy.

To our belief, the proposed security policy in this
paper is the first and foremost attempt that has ever
been created to protect NECTEC’s information
resources.

3. Policy Scope and Applicability
S cope and Applicability

This policy is applicable to all users who employ
the NectecNet system and to others granted the
use of this system. This policy refers to or covers
all NectecNet information resources, e.g., data,
information, news, databases whether such
resources are:

- controlled by individual users or shared with
other users and

- stand-alone or networked.

The policy applies to all computing and
communication facilities under NectecNet’s
responsibility, such as personal computers,

workstations, and peripherals, e.g., tapes, external
drives, and printers.

Because of the fact that apprroximately all
400 NECTEC users now have accounts with the
NectecNet system, this implies that the scope of
applicability of the security policy created here is
organisation-wide to be abided by all NECTEC
users.

Showing the scope of the network under our
responsibility, Figure 1 also shows the
connectivity among NECTEC’s five office



locations: namely, CNC Building Gypsum
Building, NSTDA Building Bangkok Thai
Tower Building and TMEC lab. Lotus Notes
operates over this network chiefly to perform
messaging.over it. These office locations contain
a large number ofdocument databases created by
Lotus Notes. These databases are under our
responsibility. The 400 NECTEC users accessing
these databases are distributed to work among the
five locations.
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Figure 1. NectecNet’s Network Connectivity.

The 400 users can be categorised into two
classes. The first is the general user class. Users in
this class can do whatever they want with their own
databases but usually won’t be able to do so with
the databases o fothers.

The second is the administrator class. Users in
this class have the highest access privilege to do
whatever they want as appropriate with all
databases. Some of'the users in the NectecNet staff
are in this second class.

Legal Issues

NectecNet conducts all its businesses in
cooperation with Thai and other foreign
communities, jurisdictions, and laws. Under some
circumstances, as a result of investigations,
subpoena, or lawsuits related to some misconduct,
NectecNet may be required by law to provide
electronic or other records or other information
related to those records or related to the use of
inform ation resources.

4. Security Policies

The fllowing policy issues are addressed in the
current NectecNet Usage Policy [10,11] but more
policy issues can be added as appropriate in the
future.

- Integrity of information resources
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- Unauthorised access

- Physical security

- User privacy

- NectecNet system usage

- Personal and commercial use ofinformation

infrastructure

- Software import control

- Termination of access and accounts

By nature, security policies are exposed to change,

addition, modification, and review affer a certain

period of time, such as one year. This is partly

because of the technological, organisational and

perhaps also economic and political changes.
Below we provide and describe a tentative

policy in each category above in order. Note that in

each category, there may be a number of related

policies inside the category. We refer the reader to

the complete version of NectecNet Usage Policy in

[10,11] for all its details. The term “tentative”

above is used simply because all these policies as

of this writing have not yet been approved by the

NECTEC Board.

4.1 Integrity of Information Resources
Users must respect the integrity of computer-based
information resources.

A Tentative Policy for Modification or removal of
Lotus Notes software

Users must not attempt to modify or remove
without proper authorisation the Lotus Notes
software either installed as a client or server of
Lotus Notes.

4.2 Unauthorised Access

Users must refrain in any way from:

- seeking to gain unauthorised access to
information resources or

- enabling unauthorised access — any attempt to
make unauthorised access available.

A Tentative Policy

Users are not to deliberately enable other

unauthorised people to access the NectecNet

system.

4.3 Physical Security

Users should strictly comply with deeds, such as in
the tentative policy below. This is in order to
physically secure the NectecNet system.

A Tentative Policy

Normal users (who are not the NectecNet staff) are
responsible for refraining from entering the Lotus
Notes servers’ areas, especially without the
existence, accompaniment, or supervision of any of
the NectecNet staffunless they are authorised to do
$0.




4.4 User Privacy

The NectecNet staffwill attempt with its best effort
to do anything to ensure any user’s privacy.

A Tentative Policy

The content of any email message of a user will not
be accessed or disclosed to others, except:

- due to any serious addressing errors,

- as aresult of maintaining the email system, or
- as required by law.

4.5 User Behavior to the NectecNet

system

Users must behave appropriately to interact with or

use the NectecNet system.

A Tentative Policy for Password Use

- Users are to use passwords of a length
specified by the system administrator — a mix
of'six (8) alpha and numeric characters.

- Users must keep passwords confidential and
must not share passwords with anyone.

- Users never tape passwords to a wall, never
keep them under a keyboard, or in other easily
discoverabl e areas.

Users avoid storing passwords in
computers, e.g., PCs, MacIntosch, etc.

their

4.6 Personal and Commercial Use of
Information Infrastructure

Users must assure the proper use - personal and
commercial - of NectecNet’s information
infrastructure.

A Tentative Policy for Commercial Use
NectecNet’s information infrastructure should not
be used for any commercial purposes except as
permitted under NECTEC’s written policies, e.g,
the training activity provided by Information
Technology Education Division. This commercial
use is normally related to NECTEC’s activities,
functions, or businesses.

4.7 S oftware Import Control
Software import, e.g., via FTP, downloading
Java/ActiveX applets, may introduce viruses,
Trojan horses and other related threats to the
NectecNet system. We need to protect our
information system.
A Tentative Policy for Virus Prevention
Users will be trained by the NectecNet staff about
the possibility of receiving viruses and other virus-
related threats from the Intemnet and on the use of
virus-scanning tools.

As a user’s role, all users are expected to
attend the training provided by the staff.

4.8 Termination of Access and Accounts
When a user resigns fiom working with NECTEC
by any reason (good or bad), the tentative policy
below will be applied.

€2 Techiii€l Journal
Vol 1, Mo, 1, March 1999 [I&

A Tentative Policy

For any user, access to the NectecNet system will

be disabled immediately when the system

administrator has been informed from the user’s
superior(s), e.g., by the user’s supervisor. The
following applies to the user:

- There is no grace period for this disability.

- The user’s databases, files, and any other
computer-accessible materials stored on the
server (where those reside) at the time of
disability will be backed up and retained on
backup media for a maximum of 2 years.

5. Policy Agreement

To enforce all policies codified above, any user
who wishes to use the NectecNet system must
accept the statements below and sign his/her name
for nonrepudiation purpose.

Statements for User Acceptance

A user who wishes to use the NectecNet system

must assume responsibility for his or her personal

actions. The user must consent to the ©ollowing:

e [ have been given the opportunity to read the
NectecNet Usage Policy in [10,11]. T promise
that my use of the NectecNet system will

conform to behavioral guidelines in this
policy.
e The account or access privileges I have

requested are solely for my individual use. 1
will not grant permission to anyone else to use
my computer account or access privileges.

e | am personally responsible for all use of the
computing facilities on which I have an
account or access privileges.

I acknowledge receipt of understand my
responsibilities to, and will strictly comply with all
the policies defined in the NectecNet Usage Policy.
The result of my infiingement will be taken in legal
and/or disciplinary action for damages or other
punitive action by any injured party, including all
NECTEC’s users.

User Signature Date

6. Conclusion

In this paper, we’ve proposed a user policy to

secure the use of the NectecNet system. Our future

work to enhance the information security over the
system includes:

e Develop a security course like in [8] to train or
educate all our users to be aware of and
understand the secure, effective, and efficient
use of the NectecNet system.



e Develop an administrative security guide to be
made use of by our system administrators in
managing and administering the NectecNet
system.

e Perform risk analysis over a large amount of
information stored on Lotus Notes in order to
classify it based on its sensitivity. From the
resulting classes of information, we can then
apply appropriate safegaurds to.cost-effectively
protect those classes from potential information
threats that can occur.
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