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FAKE or REAL?

& How confide e you?



2019: A voice was enough.

& Fake CEO Voice — €220,000 stolen

WSJ PRO

Fraudsters Used Al to Mimic CEO’s Voice in
Unusual Cybererime Case

Scams using artificial intelligence are a new challenge for companies

Updated Aug. 30,2019 at12:52 pm ET A Voice Deepfake WEIS Used TO
Scam A CEO Out Of $243,000

eeeeeeeeeeeeeeeeeeeeeeeeeee ibutor. ® Jesse Damiani covers Al, ClimateTech, and emerging media.

Source: https://www.w OMm/a e
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2024: Seeing and hearing is no longer believing.

s& Deepfake executives — $25.6 million stolen

B South China Morning Post

Hong Kong police Hong Kong / Law and Crime

‘Everyone looked real: multinational firm’s
Hong Kong office loses HK$200 million after
scammers stage deepfake video meeting

Source: https://www.scmp.com/news/hong-kong/law-and-crime/article 0851/eve
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2024: A fake voice tried to influence an election.

§® This time, the target wasn’t a bank account. It was an election.

FCC FINES MAN BEHIND ELECTION INTERFERENCE SCHEME $6
MILLION FOR SENDING ILLEGAL ROBOCALLS THAT USED
DEEPFAKE GENERATIVE AI TECHNOLOGY

Steve Kramer Instigated lllegal Spoofed Robocall Campaign That Used a Deepfake of
President Biden’s Voice Telling Voters Not to Vote

WASHINGTON, September 26, 2024—The Federal Communications Commission today adopted
a $6 million fine against political consultant Steve Kramer for illegal robocalls made using
deepfake, Al-generated voice cloning technology and caller ID spoofing to spread election
misinformation to potential New Hampshire voters prior to the state’s January primary
presidential election. Kramer will be required to pay the fine within 30 days or the matter will be
promptly referred to the U.S. Department of Justice for collection.

Source: https:
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2026: Al Voice Cloning Fuels Scams.

s U.S. Senator Maggie Hassan urged Al voice-
cloning companies to strengthen safeguards
against scams and fraud.

§® This month (April), the FBIl reported that scams
involving Al, in general, accounted for more than
$893 million in reported losses in 2025, and
experts predict that generative Al tools could

enable up to $40 billion in annualfraud losses in  |EZ P oot

the United States by 2027. . @

Source: https://www.jec.senate.gov/public/index.cfm/democra 026/4/senator-hassan-presses-leading-ai-voice-cloning-companies-to-prevent-

exploitation-by-scammers
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2026: Voice Cloning Scams Reach Thailand

& “Al Clone & Deepfake” - Doandwlasudalugnue vamuRelnsAw 10,000 A3 1IN
Beware of 2026 New Scam |
Tactics as Voices and Faces of
Your Family May Not Be Real
(Thai PBS Verify)

& Al-based voice impersonation
was already being used by
scammers in Thailand in 2025.

P o) o018/256

Source: https://www.thaipbs.orth/verify/en/article/content/8455 7
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Voice Is a biometric modality
for identity verification.



Automatic Speaker Verification (ASV)

Claimed |d (Automatic Speaker Verification)
—_—

E

& ASV Applications
& Access control
& Forensic analysis
& \oice-based authentication




HSBC Voice ID

. . . = Menu mHSBC
& \oice biometrics for telephone + May 2021

banking authentication #SBC UK’S \/OiC@ \D

& 2.8M+ active users

& voiceprint: My voice is my orevents £ 249 million of
password. attempted fraud

HSBC UK has reported that telephone banking fraud is
down 50% year-on-year.

HSBC UK's innovative voice biometrics system, Voice ID, has prevented almost
£249 million of customers’ money from falling into the hands of telephone
fraudsters in the last year, with the rate of attempted fraud down 50% year-on-

year, the bank announced today.

Source: https:


https://www.about.hsbc.co.uk/news-and-media/hsbc-uks-voice-id-prevents-gbp249-million-of-attempted-fraud
https://www.about.hsbc.co.uk/news-and-media/hsbc-uks-voice-id-prevents-gbp249-million-of-attempted-fraud
https://www.about.hsbc.co.uk/news-and-media/hsbc-uks-voice-id-prevents-gbp249-million-of-attempted-fraud
https://www.about.hsbc.co.uk/news-and-media/hsbc-uks-voice-id-prevents-gbp249-million-of-attempted-fraud
https://www.about.hsbc.co.uk/news-and-media/hsbc-uks-voice-id-prevents-gbp249-million-of-attempted-fraud
https://www.about.hsbc.co.uk/news-and-media/hsbc-uks-voice-id-prevents-gbp249-million-of-attempted-fraud
https://www.about.hsbc.co.uk/news-and-media/hsbc-uks-voice-id-prevents-gbp249-million-of-attempted-fraud
https://www.about.hsbc.co.uk/news-and-media/hsbc-uks-voice-id-prevents-gbp249-million-of-attempted-fraud
https://www.about.hsbc.co.uk/news-and-media/hsbc-uks-voice-id-prevents-gbp249-million-of-attempted-fraud
https://www.about.hsbc.co.uk/news-and-media/hsbc-uks-voice-id-prevents-gbp249-million-of-attempted-fraud
https://www.about.hsbc.co.uk/news-and-media/hsbc-uks-voice-id-prevents-gbp249-million-of-attempted-fraud
https://www.about.hsbc.co.uk/news-and-media/hsbc-uks-voice-id-prevents-gbp249-million-of-attempted-fraud
https://www.about.hsbc.co.uk/news-and-media/hsbc-uks-voice-id-prevents-gbp249-million-of-attempted-fraud
https://www.about.hsbc.co.uk/news-and-media/hsbc-uks-voice-id-prevents-gbp249-million-of-attempted-fraud
https://www.about.hsbc.co.uk/news-and-media/hsbc-uks-voice-id-prevents-gbp249-million-of-attempted-fraud
https://www.about.hsbc.co.uk/news-and-media/hsbc-uks-voice-id-prevents-gbp249-million-of-attempted-fraud
https://www.about.hsbc.co.uk/news-and-media/hsbc-uks-voice-id-prevents-gbp249-million-of-attempted-fraud
https://www.about.hsbc.co.uk/news-and-media/hsbc-uks-voice-id-prevents-gbp249-million-of-attempted-fraud
https://www.about.hsbc.co.uk/news-and-media/hsbc-uks-voice-id-prevents-gbp249-million-of-attempted-fraud
https://www.about.hsbc.co.uk/news-and-media/hsbc-uks-voice-id-prevents-gbp249-million-of-attempted-fraud
https://www.about.hsbc.co.uk/news-and-media/hsbc-uks-voice-id-prevents-gbp249-million-of-attempted-fraud
https://www.about.hsbc.co.uk/news-and-media/hsbc-uks-voice-id-prevents-gbp249-million-of-attempted-fraud
https://www.about.hsbc.co.uk/news-and-media/hsbc-uks-voice-id-prevents-gbp249-million-of-attempted-fraud

Nat\West

& Uses voice biometrics for customer authentication.

X Can someone just use a recording of my voice?

No. The biometric process is sophisticated, and considers many more things than just the sound of

someone's voice. It will be able to tell if someone is playing back a recording, or even using artificial
intelligence to mimic someone.

Source: https:
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https://www.natwest.com/support-centre/general-banking-information/general/what-is-biometric.html
https://www.natwest.com/support-centre/general-banking-information/general/what-is-biometric.html
https://www.natwest.com/support-centre/general-banking-information/general/what-is-biometric.html
https://www.natwest.com/support-centre/general-banking-information/general/what-is-biometric.html
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https://www.natwest.com/support-centre/general-banking-information/general/what-is-biometric.html

Voice is a biometric modality
for identity verification.

& \What if a machine trusts your voice to00?



Spoofing Attacks

Claimed |d (Automatic Speaker Verification)
—_—

A=

& ASV is vulnerable to spoof attacks.
§® |mpersonation
& Replay
& Speech synthesis
& \oice conversion
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Countermeasure: Spoofing-aware ASV (SASV)

/@ )—{

Claimed id

Spoofing :

7 Detection ‘ J i

=
1

Accept
ccept |

—> Reject

ASV

i Accept

or Reject
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Different Structures of SASV

ulllllll\h—> SASV output

& (Cascade

()

CM

N )

(= = )

[ ll/
i <

system

‘)(CM embeddings

-nlnlllln<

)

M

, D

~ —— 2

ASV

REEN
()

N/

& Score-level fusion

N

ASV

— )

ﬂ{ ASV embeddings

§ Embedding-level fusion

}/[ Classifier }—> SASV output

.|||.||||n—>[ SASV ]——>

SASV output

SASV output

& |ntegrated (E2E) system

Source: Menglu Li et al., Audio Anti-Spoofing Detection: A Survey, 2024; doi: https://doi.org/10.48550/arXiv.2404.13914
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https://doi.org/10.48550/arXiv.2404.13914
https://doi.org/10.48550/arXiv.2404.13914

ASVspoof Challenge

& Launched in 2015 to advance research in automatic speaker

verification spoofing and countermeasures

Provides common datasets, protocols, and evaluation metrics

Enables fair and reproducible comparison of different spoofing

detection approaches

& Has become a major benchmark driving progress in speech
anti-spoofing research

&®
&®

s Timeline: 2015 —» 2017 - 2019 —» 2021 — ASVspoof 5 (2024)

Source: https://www.asvspoof.org
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Research Playground: Where Can We Improve?

® Representations / Features
e Hand-crafted features
* Learned representations
¢ Self-supervised representations
e Raw waveform

v

Accept
i) —s o Classifier i
Extraction el
eJeC
%) Fusion i (@ Models / Classifiers B
e Feature-level fusion * Traditional models (GMM, i-vector)
e Score-level fusion e Shallow ML (SVM, LR, etc.)
¢ System-level fusion ¢ Deep models (CNN, ResNet, LSTM)
e Decision-level fusion * Transformers
N _J

@ End-to-End Learning

___________________________________




2016: CQCC

s Can we design features that
make fake speech easier to lo0%
distinguish from real speech?

s CQCC-GMM became a

strong and widely used i
baseline for subsequent Lo
ASVspoof challenges.

s On ASVspoof 2015, CQCC-
GMM achieved 0.46% EER. o

Source: https://www.isca-archive.org/odyssey_2016/todisco16_odyssey.pdf

- FRR
\\ (False Reject Rate)

FAR
(False Accept Rate)

<— More “spoof”

Decision Threshold

More “real” —>

v
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LFCC/MFCC/CQCC

Frame DFT Filter Bank Energy XXCC
(time domain) (spectrum) (XX scale) (per band) LOS DCT (features)
e e T g

: inm
f K 1 123 4 - 1 234K
N = S I 23 4 K
il LFCC MFCC cacc ]
(linear spacing in Hz) (equal spacing in Mel) (constant Q)
A]c ~ constant Af increases with Q (constant)
Af
8 J




2017: Deep Models & Fusion — Light CNN (LCNN)

& Can adeep modellearn spoofing cues 32 Comolutional nearalnetwork |
. . We proposed the spoofing'detecnon meth.od l?ased on CNN with
b etter t h an a conve nt lona l C la SS Ifl e r? Max-Feature-Map activation. MFM fuction is defined as
& The top ASVspoof 2017 system combined vty = maz(aly, oy ),
H Vi=1,H,j=1,W,k=1,N/2
LC N N _bas ed mOd e lS Wlth Oth er where x islthe input tensor}gfsize H X W X N, y is the output
classifiers through score fusion: 6.73% and i domains, and i<t chansel index. Figar 3
o« . . rates MFM for a convolutional layer. MFM usage allowed us
E E R . (Offl Cla l. b asSe l.l ne: 24 . 7 7 0/0 E E R) :0 ;educe CNN architectur:. That’sy why such CNI%I architecture
is called Light CNN (LCNN) [16].
HewR a H x W x N/2
J

Figure 3: MFM for convolutional layer
Source: https://www.isca-archive.org/interspeech_2017/lavrentyeval’_interspeech.pdf
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2019: Fusion

& Can complementary systems work

better together?

Different systems see different clues.

ASVspoof 2019 top system TO5

fused seven sub-systems, using

several spectral representations and

classifiers.

s ASVspoof 2019 LA: 0.22% EER.
(LFCC-GMM: 8.09%, CQCC-GMM:
9.57%)

&®
&®

Source:

Batch with equal numbers of bona

DFT gram 1
DFT gram 2
DFT gram 3

DCT gram

[N x MJ:
N dimensions per frame
M frames

fide and spoof trials :
o mmmmmmmmmmmmmmmemTo MobileNet

""""" >| DenseNet

MobileNet

ResNet

MobileNet

MobileNet

ResNet

Weighted
score
averaging

https://www.researchgate.net/publication/349234464 ASVspoof_2019_spoofing countermeasures_for_the_detection_of_synthesized_converted_an

d_replayed_speech
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2020-2021: End-to-End

& Do we need to design acoustic features at all?

& RawNet2

& AASIST (Audio Anti-Spoofing using Integrated
Spectro-Temporal Graph Attention Networks)

s ASVspoof 2019 LA: 0.83% EER

max, (abs(F))

vlllll--||||‘| ||| ..... |l|,.
3
Speech

maxg(abs(F))

Source: https://arxiv.org/pdf/2110.01200

~~~~~~~~~~ = stack :
N - N\ node !
rrrrrrr R e s TR el i : o
| hetero ATT . e is: :
Q- W OO iys.GAL i FE R 2 &
A i HS-GAL) § § Ps “l’/ § g
\F=—aral b D Sl T
O X)) THD N node 1 = & 3R -
[T ey A P8 @
. hetero ATT | K A &
@ @k & &M / | t 5k B
i @ P ! . stac .
RS r_ ¥ & i Z
R L N A /HS-GAL siode
max graph operation readout
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2021-Present: Self-Supervised Learning

& \What if the model learns speech
representations before learning
spoofing?

& Use pretrained speech models as
front-ends (e.g., wav2vec 2.0,
XLS-R, WavLM) and then fine-
tune the pretrained model for
spoofing detection

& wav2vec 2.0 + AASIST: 0.82% EER
on ASVspoof 2021 LA

Source: https://arxiv.org/pdf/2202,12233

Transformer

1
Latent speech representation (Zl_ N) :
. J1

CNN features

Fine-tuning
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2026: Perceptual Pathological Features

& Can perceptual abnormalities in synthetic

o Hardness Depth Brightness Roughness
speech reveal deepfake Wt || Roughmess || Boorsiness | Revebursfion
§® Explores speech-pathological/timbral Tl sqmemmton ___o---0T T
. Speech Signal ~~~_ __  _ - --""
attributes as deepfake cues s —>[ 1 [ 2 [ 3 | .. | M

& Combines two complementary systems:
§® Pathological features - DNN
s Gammatone filterbank - ResNet-18
& Evaluated on ASVspoof 2019: 5.93% EER

Magnitude (dB)
| 1

) W\ / YY\ s L L \ L L . S L
0 200 400 600 800 1000 1200 1400 1600 1800 2000
Frequency (Hz)

Source: https://www.mdpi.com/2076-3417/16/4/2077 24
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ThaiSpoof (2023

& Thailanguage dataset for spoofing detection

& nrorTHA — R °

Al FOR THAI

KUusn  Wednu  USMs Demo Showcase dhoansua:fionssu  Gacdio  AnnuAwuuae ﬁ Advdaya [ dnwouwn
Spoof JopstAdey orrhtrdevAriuns
Detection for Usunudidanuruzndukisuriuideo
. I [
Speech Signal | gylasudvesniiu 4 set dod 2.1) - speech 152691 MB l B Downlo
(Thai

FO-10 Size: 40 GB 2.2) FO-40 Size :
40 GB 2.3) FO-160 Size : 40 GB 24)
FO-320 Size : 40 GB sou 4 ga 10u

1Da1 668 #13lwo vualwasou 160 GB

language)

Source: Al for Thai



|Isan Anti-Spoofing

& https://mankhak.vercel.app

Source: https://mankhak.vercel.app

Man-Khak

The Northeast
has a voice. Now it has a
shield.

A machine learning project that teaches Al to distinguish a

genuine Isan voice from a machine-made fake.

ANy
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Challenges

CC I )

Unknown generators

Dataset dependency & cross-dataset generalization
Transmission channels

Noise & real acoustic environment

Multilingual & cross-lingual speech

Partial deepfakes
Robustness to adversarial attacks
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IELCGEWEVE

& \oice is a biometric, but it can be spoofed.
& Spoofing attacks are rapidly evolving.
& Countermeasures have evolved too.
& Excellent benchmark performance does not
guarantee real-world robustness. NECTEC-Q&E
s Generalization remains a key challenge. 2026 CEmEN e

The goal is not just to detect the attacks we know,
but to detect the attacks we have never seen.



	Slide 1: The Rising Threat of Voice Spoofing (เมื่อ AI ปลอมเสียงได้: ภัยคุกคามที่กำลังเพิ่มขึ้น)
	Slide 2: FAKE or REAL?
	Slide 3: 2019: A voice was enough.
	Slide 4: 2024: Seeing and hearing is no longer believing.
	Slide 5: 2024: A fake voice tried to influence an election.
	Slide 6: 2026: AI Voice Cloning Fuels Scams.
	Slide 7: 2026: Voice Cloning Scams Reach Thailand
	Slide 8: Voice is a biometric modality for identity verification.
	Slide 9: Automatic Speaker Verification (ASV)
	Slide 10: HSBC Voice ID
	Slide 11: NatWest
	Slide 12: Voice is a biometric modality for identity verification.
	Slide 13: Spoofing Attacks
	Slide 14: Countermeasure: Spoofing-aware ASV (SASV)
	Slide 15: Different Structures of SASV
	Slide 16: ASVspoof Challenge
	Slide 17: Research Playground: Where Can We Improve?
	Slide 18: 2016: CQCC
	Slide 19: LFCC/MFCC/CQCC
	Slide 20: 2017: Deep Models & Fusion – Light CNN (LCNN)
	Slide 21: 2019: Fusion
	Slide 22: 2020-2021: End-to-End
	Slide 23: 2021-Present: Self-Supervised Learning
	Slide 24: 2026: Perceptual Pathological Features
	Slide 25: ThaiSpoof (2023)
	Slide 26: Isan Anti-Spoofing
	Slide 27: Challenges
	Slide 28: Takeaways


  →


  →


  →


  →


  →


  →


  →


  →

