j“"l
e

N133LAszMUssans A nNIsIaa UL s
Tuszeiu MLS uunsasinssuLng
Performance Analysis of Message Level Security
on "Information Grid”: A Comprehensive Study

NECTEC-ACE 2010
23 Auanauy 2553

g3 astanianig L) eI

A1saL asaLaa uay Waun dundAasad

uualfiian1s33an1531avaualuad
dutinaluiaddidannsaiinduazaaniiiinasuiivaig dszaindaing

A Driving Force for Mational Science and Technology Capability



»
»
»
»
»
»
»
»

N:rT:HT

|||||||||| ber of NSTDA

12U LEUa

UNUI LANNTAANTANUURAANUUUNTARTIULNA
ihvune wasingilssaod

9UINLALADY

INATULREaNLALNAAY

N15AANLULLLREWIUN

ANSLAFENNITNARAL LaZAIFIAUTTRNENIN
NRAITNARAL

91l

2

A Driving Force for National Science and Technology Capability



Nr—r TE( al

of NSTDA

UNUN

» A3adNIsAULNE
» TATFETINUF LNV TUANS

g 9unastayatdiiay ualu www.informationgrid.org
UINITNTIUAUADYR - -
= sgnauslaiAiadnizneacing T

) i Application A
Uag 2 1A3av

- Lﬂéaomeﬂ‘vil,ﬂumwﬁwaim%u

fuduraya (|Broker)
— AdasuianalusnsALKRI —
yantle9 (iService) R o \
o | & iBroker
" WeNUN2LUUWURIUUAY

WAaTuladdiuaasi| public ”

v o) v a < o . public data
= fayantvuinisiiludayauuy data
f&15156ue (public data)

] [
=l In‘ =l
Application A Application A

3

A Driving Force for National Science and Technology Capability



Nr—r TE( al

e  amemher of NSTDA
LN
» AAANTTULNE
» wiavdayauvdssianainlsaiile = &
Le'lAlanIZARNUAARLYINTY Application A
" JRUAFUNIN R
o- ;uaagaao:ngwaau l /
» Aflusagiiudamnusgiunsauay . iBroker N\
AsnRITEULNALTaYsuUA Ut auan S {User2}
' a "' { serl, User2} private ~
sl aLNaLUURIEITOLY T TN (U U

(private data)

o

Userl Application A Application A {511

4

A Driving Force for National Science and Technology Capability



~
Nr—r Tr—r L

f NSTDA

AsAnNIsANNUaaAauUnIasNTsULNE

gn1znaay point to point endpoint to endpoint
ASANIUAARYATIINAS NNRIU NARIUURLLAWIZRIU
GIREIV L
Audada 1l i
ADY2AYA
STHUNNTNAISUAAIMNAL Transport Message
Uszandsn1nn151i1vu 9] 1hunang

5



Nr—r TE( al

of NSTDA

ihuiuna wazriaaiscsiea

» A3aANITAULNE
» wmmsvuummﬂaamnﬂ MLS (Message Level Security)
LUNUFIUADINIAATIAULNE
" AsWgeIeU (Authentication)
= Asauaainliniwenns (Authorization)
= asavANNlndauasaya (Integrity)
" ANgnANNAUUaYaya (Confidence)

» UNANU

» ﬁnw\ﬂszﬁmﬁmwngsv‘i'\\‘nummn%mmsamwr 23UAUNNIIINNS
aNudaaanaluszau MLS
" YURFANHIARANLLUY endpoint to endpoint

= finsvineusiuAu IdP (Identity Provider)
— asAgauanuluszautamIninaled Security Token

- mssnmmma:uLLauaswmmmmanamawaua‘imﬂl?j XML-Encryption way
XML-Signature auaau

* 5295UN15vinvuLuY Single Sign-On (SSO)

6

A Driving Force for National Science and Technology Capability



~
NECTE( L

iber of NSTDA

JudTaAanag

» A. Moralis, V. Pouli, M. Grammatikou, S. Papavassiliou and V. Maglaris,

»

»

“Performance Comparison of Web Services Security: Kerberos token profile
against X.509 token profile”, In Proceedings of the Third International
Conference on Networking and Services (ICNS), 2007, pp. 28-34.

» Nadaudsedndainuag Security Token 5¢14319 X.509 fiu Kerberos

K. Tang, S. Chen, D. Levy, J. Zic and B. Yan, “A Performance Evaluation of
Web Services Security”, In Proceedings of the 10th IEEE International

E;t%prise Distributed Object Computing Conference (EDOC'06), 2006, pp.

» n]sﬁgmﬂszﬁyﬁmwwaoé’ana%ﬁ:iﬁ}mumsai’wmﬂLﬁﬁuﬁﬁmaa LAYAI9
1Nsdg-nansiEtayauuULnATUlIaid I uLdas IS

?ﬂkﬁgawambmig‘”ﬁﬁu?a vaA nuatduwuI M lunIsIunszuuaIulaaasia
Tusgau MLS uunIa&1ssuLng

> fiansa)iiiunmesauatsinizwInsanLuUniloLAIaILI2IL6D
nilytAavgnang (point-to-point)

» Lu'lefinisvinvusiudusyuu IdP
» Uladan1Ign19vin Uy SSO

7



N:rT;HT

|||||||||| ber of NSTDA

MAaTUIadntAa2aaY

» audaaadAaluscau MLS (Message Level Security)

Message Level
Security
(MLS)

Confidentiality

WS-Security and
Integrity Message

WS-Authentication XML XML

(Username, WS-Authorization Encryption Signature
X. or Kerberos (SAML, XACML)
Token etc..)

» WS-Authentication Tusiruaavy Security Token
AvuauInssuiag OASIS

» XML-Signature waz XML-Encryption Arvuauinssiuina W3C
8

A Driving Force for National Science and Technology Capability



S
NecCTecC!

1her of NSTDA

MaTuladintaanaag

» anudaansaluszau MLS (Message Level Security)
»  WS-Authentication: Security Token

Username X.509 SAML sender
Token Token Vouches Token
SHA-1 Digital Certificate Digital Certificate

password digest

RSA 1024 bits

RSA 1024 bits

one-way
authentication

|

mutual
authentication

authorization

and
access rights

» atilusgiuuay <soapenv:Header>
» flavAunsdaaucitaznistdaunuuastautgaa we'lisagsunisilagiu
ANTINEIANNRLLAZNITTALTaULDUYR

» 12 XML-Encryption uag XML-Signature &1115u5n#1AURY

uagnsilaviunisdatdautiaya auaiau
9

A Driving Force for National Science and Technology Capability



~
NECTE( -

T iher of NSTDA

MATUIadntAa2ag

» szuu IdP (Identity Provider)

»

»

»

»

»

»

13119 30NT identity uaviTaeu

ina'lnn1sigaud identity aadg T unuuguenas
savsunsAInNIsANNUaaasaTusssy MLS
5293UN15N3LLIUANTVINUULUY SSO
859n52UIunTANNNLiadasTringauif lusTuL

\w3aviiadniudanisssuu IdP
= Shibboleth
= JOSSO
= OpenSSO

10

A Driving Force for National Science and Technology Capability



|\|t=r-'rr=(-..lj

a member of NSTDA

ANSADA UL LLASIWEIUN

» 18anlad OpenSSO viruiii
fluszuu IdP dvilsznausa

» OpenSSO Server

" UAUTIANTUREATIARAL
identity uave1dv1u

= &919 SSO-Token (user
identity, sessionID,
security token,encryption,
signature wuag timestamp)

» OpenSSO agent

AFIARAUAINNYNEAIUAY
SSO-Token

" LNTE-0ansidUaNR
= ®FIUAZATIARAUAINNYA
favuada L TURInAA

= findvatjuy iBroker uay
iService

- OpenSSO
( ) Server
. A

bl

=] —__<:-—:> Secured SOAP iservice
'n| | j’) Sgg-e'l'oken )
Web User Age"t @
IBI‘OkEI' 3 Agent
,' Service
!
L
N L 4
N .
a — :
( Sy »
\\\ IdP _~ :.

Valid

|
idate
\
L
..".
%

SOAP

Message &
Encryption+ Signed Signature JT WE

11

A Driving Force for National Science and Technology Capability



|\|t=r-'rr=(:|

member of NSTDA

ANSADA UL LLASIWEIUN

»  ANSVINIUADINIAHITAULNESINAL OpenSSO Server uac
Agent

» ANTNFAUMIOU

Web User iBroker 1dP n rver

| 1) send access request |

2)redirect to authen

3) send back SSO-Token

4)validate SSO-Token I

5) validate success
6)allow access | N

12

A Driving Force for National Science and Technology Capability



N:rT=H$

a member of NSTDA

ANSADA UL LLASIWEIUN

» ATV UARINIAHITAULNESINAL OpenSSO Server uas
Agent

» ATLENHYUaYR

Web User iBroker Open SSO (IdP) iService

I 1) send request with SSO -Token I

4) send secured SOAP request with SSO -Token

!/ 5) validate SSO -Token

(9%
N—
<
=
o
8
72}
=
Q
(e}
(¢}
7]
©»

6) validate success

7) query data

. =

—_——e—eee e e e e | — e = L

|

|

_10) validate success _ I

11) display result |
|

|

|

|

13

A Driving Force for National Science and Technology Capability



Nr—r TE( al

||||||||||||| of NSTDA

AsLasaunIsnagauldszdngnin

» FIURLALUATNITALIT

wiwens [wibmlszana|  wiha anuEy |
WA ANMudn | w3azna
-
IdP P4 3.0 GHz 1 GB 100 Mbps
(OpenSS0) IdP
Web User P4 1.6 GHz 512 MB J &
iBroker P4 3 GHz 1GB
iService Xeon 1.6 GHz| 256 MB I"I l w
Web User ‘
B 5 5 iBroker iservice
» 'smaztaﬂmjav\lmns
» JAVA SE version 1.6
» Apache Axis 2 version 1.5.1
» 0OpenSSO version 8.1
14

A Driving Force for National Science and Technology Capability



»

»

»

NECTE( al

|||||||||| her of NSTDA

Asnadaulszandsnn

NARAUUILRNENINNITVINIIUARINIARTRULNAINAUS U IdP uu
gA1zn15vinvIuLLuy SSO

Usziiunisannaadse&NanInn1svinouaaInsagsaULNAETU 5 nsel

Q/

J

»

»

»

»

»

=D

Security Token

Security Token Au XML-Signature

Security Token ffu XML-Encryption <soapenv.Body>
Security Token f1u XML-Encryption <soapenv:Header, Body>
Security Token fiu XML-Signature+XML-Encryption

A nUYUYARNTULINAT LA [Service

»

1K, 10K wag 100K

15

A Driving Force for National Science and Technology Capability



N:rT:H$

a member of NSTDA

A1aalscandsnAINnAIsUIVIU

» WANTUIRANAI AR
* nalunsingeiaya

— Junanii /Broker 1aflun1sainév

Aaya /Service

" ANTaaaaaAIUTLERNE AN

— nswidedayaiinisianisainy
Uaaasaluszeu MLS winuduns
Lindvrayanluinisinn1sAu

Uaaasdaluszau MLS

RTT

Web User

RTT,

egrade = R-I—I-

nosec

=7

I 1) send request with SSO -Token !

iBroker

11) display result

Open SSO (IdP) iService

i
2) validate SSO -Token :
1

4) send secured SOAP request with SSO -Token
[l

| 5) validate SSO -Token

6) validate success

|
8) return secured SOAP rekponse with SSO -Token

R EgE= -

9) validate SSO -Token _ !

16

7) query data

A Driving Force for National Science and Technology Capability



j
s a NECTEC]
WNANIINATAULSZIEND AN - romirarneron

-1 A = a [ r—y
» AN 1 AN5aaaaaUaIUss]NENINATVINIIUARINTARTRULNA
" YinvnusuAu IdP war Security Token

= a 4=| o o/ Q/ o Q/ o a A 1 o
* TegdsednsAMNNIadunnsAuNAISUIVIUAAINSAISTAULNEN 135
A1sAnn1sANNLaanAaTuszau MLS

[\
o

—_—
91

[

Relative Performance Degradation with no Security
>

1 10 100
Data Sizes (KB)

17

A Driving Force for National Science and Technology Capability



WanIsnasgauldseansnn

N:rT=H$

a member of NSTDA

» ﬂ'iiﬁ‘ﬁ‘ 2 N50aaaaAAIYUTTRNENINAITVINIULINIARTRULNA

" invusuAu IdP,Security Token waz XML-Signature

= Taaidszdnsn Innladuninsiunisitviuaasnsasssumnalu 2saii7 1

)

UD SIG
X.509 SIG —
SV SIG =

o0
T

Relative Performance Degradation with Pure Security Tokens

Data Sizes (KB)

18

A Driving Force for National Science and Technology Capability



]
NANNSNAOTAUUSLIE NG AN - e imeros

» ﬂ'i%ﬁﬁl 3 m'snmnaﬂmaaﬂszﬁmﬁmwmsmmumaon%mmsauma
" YinvusuAu IdP, Security Token war XML-Encryption <soapenv:Body>
* Taadszansnmnnladunnsaunl1svinvivaasnsadsaunealu 25077 1

—
el

UD ENC (Body)
X.509 ENC (Body)
SV ENC (Body) ===

oo

Relative Performance Degradation with Pure Security Tokens

1 10 100
Data Sizes (KB)

19

A Driving Force for National Science and Technology Capability



o
s a NECTEC]
NANITNAIAULUSEANDANW - morieimron

> A6 4 A150A028URIUSLRNENINATTVINIIULDINSARITRULNA
" invusuAu IdP,Security Token waz XML-Encryption <soapenv:Header, Body>
* Taadscdns A NNIaTUuNNsAunIsvitvIuaaInN3adsaunely 2509747 1

&

S 10 . .

2 X.509 ENC (Header and Body) |
- SV ENC (Header and Body) '
£

=

L e e
L

5

Ay

=

; el H i S - i i s s 4
=

S

i

o}

s

R i it 6 AL AdBE

)

3

g

£

S 2

5

a¥

]

Z

= 0

7 1 10 100

Data Sizes (KB)

20

A Driving Force for National Science and Technology Capability



3
a A NECTeC
WNANIINATAULSZIEND AN - romirarneron

» AL 5 n1sanaasuadlssINSNIWAITVinIUARINTARNTRULNA

" YinvusuAu IdP,Security Token, XML-Signature waz XML-
Encryption

a a ] ° a o
* TeaUszdaNsNTNNIATUNNEALNTITVIVIUAAINEAINTA UG TU 750797 1

)

UD SIG ENC
X.509 SIG ENC s
SV SIG ENC E==3

o0

Relative Performance Degradation with Security Tokens

1 10 100
Data Sizes (KB)

21

A Driving Force for National Science and Technology Capability



N:[—T.':(:'
g9

» aanuuuNIuILarlsstiuldse& NEA T NUINTARITIULNAIN
AuN1TAGA1TANNURaa A TUsEa U MLS

» AMATARANLIARDULLIU endpomt to endpoint
way SSO Ninsvitd U NAUsTuY IdP

» NaFauN1T12a9U Security Token 53uiu XML-Signature uag XML-
Encryption

= Security Token wuu SAML sender Vouches inauaiwiitnunsgusginsula
TunsigaudamIaunInnIwuy UD uag X.509

— RINANIETNUADNTVINIIUADINTARITRUNATALTIN LG9 ALy UD
way X.509

— savsunisauaeuasdnalunisiinlddayaluszau Token
— gusavihanadufiinaalusyeiu Token ‘e

= XML-Encryption ¥inl#dse&nan1nni1svinnunadnia&sdutndgaanaauin
1_o [-%3 . ! = [ 1
a1y XML-Signature yNansenuLnastaniagl

22

A Driving Force for National Science and Technology Capability



