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1. The Internet of Things (loT) and Big Data

http://www.smartdatacollective.com

loT and Big Data

Growth in connections generates
an unparalleled scale of data e
Devices

Internet of Things Systemis

Things
Sy Processes
mart Homes
Machine-to-Machine Cinnentad Cars : F:f"f’ ,e
Intelligent Buildings ZISJUZZS
Intelligent Transport
Systems Services
Building Smart Meters and Grids
automation Smart Retailing
Manufacturing Smart Enterprise

Security Management
Utilities

Remotely controlled  (jntellig ;:yf; l-‘
. Monitored and managed e

Tens Hundreds Thousands Millions Billions Connections

Isolated

(autonomous, disconnecied)

.mongoDB ) BOSCH

https://www.mongodb.com/presentations/

https://machinaresearch.com/
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loT and Big Data (2/10)

- Internet of Internet of Internet of Internet of
“Human to human” é “Www” é “Web 2.0" 6 “Social media” é “Machine to machine”

» Fixed and mobile « e-mail « e-productivity = Skype - |dentification, tracking,
telephony « Information . e-commerce « Facebook monitoring, metering, ...
« SMS « Entertainment . » YouTube « Automation, actuation,
. . payment, ...
+smart +smart +smart +smart +smart
networks IT platforms phones and devices, Data and
and services applications objects, data ambient context

W(an'w Q}'ﬂﬁ

* Any application
* Any network
* Any service

https://techzine.alcatel-lucent.com/ #nl = -
Source: Alcatel-Lucent - U g # i-d\
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Big Data: the Four V’s (3/10)

As of 2011, the global size of

By 2014, it's anticipated

40 ZETTABYTES It's estimated that da:a inth:atltr:)care was there will be

43 TRILLION GIGABYTES | (SR 2005 2.5 QUINTILLION BYTES it 420 MILLION

of data will be created by O 23 TRILLION GIGABYTES T e 150 EXABYTES WEARABLE, WIRELESS
2020, an increase of 300 @) of data are created each day [ 161 BILLION GIGABYTES HEALTH MONITORS

2020

. . ‘[ FOUR V,

times from 2005

6 BILLION
D PEOPLE
have cell
phones

4 BILLION+
HOURS OF VIDEOD

are watched on
YouTube each month

400 MILLION TWEETS

are sent per day by about 200
million monthly active users

30 BILLION
PIECES OF CONTENT

are shared on Facebook
every month

6o S

Most companies in the
U.S. have at least

100 TERABYTES

100,000 GIGABYTES ]

of data stored 3 ) or, IBM data scientists
four dimensions: Volume,

WORLD POPULATION: 7 BILLION

The New York Stock Exchange o qﬂﬁfﬁg Ecﬁ'gaﬂéles close to
captures

1TB OF TRADE m ( that monitor items such as
INFORMATION ( N fuel level and tire pressure

during each trading session

Poor data quality costs the US
economy around

- A VEAD
RILL A YEA

don't trust the information
they use to make decisions

infrastr

Velocity

ANALYSIS OF 4.4 MILLION IT JOBS
STREAMING DATA ; :

Veracity

UNCERTAINTY
OF DATA

in one survey were unsure of
how much of their data was
inaccurate

By 2016, it is projected
there will be

18.9 BILLION

NETWORK
coNNECTIONS @YY YYYYY

—almost 2.5 connections
per person on earth
Sources: McKinsey Global Institute, Twitter, Cisco, Gartner, EMC, SAS, IBM, MEPTEC, QAS

Source: http://www.ibmbigdatahub.com/infographic/four-vs-big-data
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Data Representation (4/10)

Data
grploitation
Integrata ) Analyze > Visualiza da::ih:m

Create &n Invenbary || Enebie 2CCESE
ol datz sources &nd || o sowrces and 581
the metadsia that up HCCess-controd
deecrbe tham niles.

Estzlbilsh a commaon
data represemation
ol the data Main-
tzin deta
provENaNCE

Idemtify syntax,
siructure, and se
andcs far each

dats sounce.

ilyze Integrated || Present ansiytic Determine whal
3. results bo = decision| | actions [ any) o
makeras an Inter- | | take on the basis
gctive application | | of the Inb=rpretad
that supparts results.
BEmIOFETiON and
refinement.

Re.: H. G. Miller and P. Mork, “From Data to Decisions: A Value Chain for Big Data,” It Pro.,
v. 15, no. 1, pp. 57-59, 2013.

{E>>5 >

Razl-world observations 'Web accessfintagration
and measuremants of the real-worid data

Re.: P. Barnaghi, A. Sheth, and C. Henson, "From Data to Actionable Knowledge:
Big Data Challenges in the Web of Things [Guest Editors' Introduction],” Intelligent Systems,
IEEE, v.28, no.6, pp.6,11, Nov.-Dec. 2013
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From M2M to loT and Big Data (5/10)

Evolution from M2M to loT and Big Data

Pre-loT (M2M) Internet of Things [
( - .
Limited estate of Large estates of A
: , Big data
L devices devices
;
Single purpose ; S Changing data
[ applications Evolving applications 12
s N
Structured / Semi- Real-time
8 structured l All forms of data l Processing
;
Data transfers =
l Data streaming and l 2 @
p Aggregation
processing
J
Source: Machina Research 2014

(sensors and
( actuators)
.mongoDB ) BOSCH
https://www.mongodb.com/presentations/

.

J

J\

PN

https://machinaresearch.com/
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Big Data Management (6/10)

o From important competency to a critical
differentiation: From Volume & Variety to Velocity.

o Big Data Technology: Operational vs. Analytical.
o Operational features: Real-time & interactive
Intelligence — low latency, on-line capture.

o Analytical features: Complex analysis — high
throughput. http://www.mongodb.com

o Combine Operational and Analytical technologies.

» Generic/global fast solutions rather that
application specific solutions.

5535 2 lntelligent I .
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http://www.mongodb.com/

Data Streaming: Volume, Variety and Velocity(*) (7/10)

o Support a wide variety of data(*)
o Focus on agility and flexibility rather than
conformity(*)

» Domain Independent framework: builds
the foundation to unsupervised
classification algorithms.

Source: (*) http:
/[Iwww-935.ibm.com/services/us/gbs/thoughtleadership/2014analytics/
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Data Streaming: Volume, Variety and Velocity(*) (8/10)

o Foster rapid data consumption(*)
o Provide prompt access to relevant

Information(*)
o Make pervasive use of predictive analytics

a priority (*).

> Real-time/on-line time series classification
problems.

Source: (*) http:
/[Iwww-935.ibm.com/services/us/gbs/thoughtleadership/2014analytics/
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Applying the Internet of Things (9/11)

?/@ * Transport
¥ * Energy

e Healthcare

J@J é e Agriculture
* Buildings
The Intemet of Things:

making the most of the
Second Digital Revolution

0 f Sc

A report by the UK Government Chief Scientific Adviser

https://www.gov.uk
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loT Relevant Research areas (10/10)

ﬁ ————— r
I Data representantion, reasoning and
H i i mining, object virualization, non-intrusive
Secunt}' DIStr_IbUtEd 1 :> interfaces, profile management, multimedia
Intelligence interfaces, multi-agent system
& coordination,...
Trusted
platforms,

Low-complexity 4

Encryption, g 1 MNetwork protocols (MAC, routing), naming
ACCBSS <:|| Distributed I :> system and lookup, middleware, data
1

Control, m dissemination mechanisms, dala
Secure Data ! SYStE = management, context awareness
Provenance, A - \

Data
Confidentiality, — R
Authantiqaﬁon. I‘— ) N
Mar!ldegmnt i CDT‘I’IDU-II ng_, ! Energy harvesting, low-energy computing
e Communication | architectures, near-fiekd communications,
d PSR ultrawideband, RFID
. |dentification
_J ,

(D. Miorandi, S. Sicari, F. De Pellegrini, and |. Chlamtac, “Internet of things: Vision, applications
and research challenges,” Ad Hoc Netw., vol. 10, no. 7, pp. 1497-1516, 2012.)
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2. On-line Time Series Classification Framework

One important on-line Big Data application is:
Real-time monitoring & anomaly detection.

* Health condition monitoring as well as anomaly
detection are classification problems.

* They are time series classification problems
because they involve the time element (e.qg.
short-term and long-term condition changes).

» Pattern recognition frameworks belongs to the
field of classification methods.

s8s st it “Networks

..'S';,tset'(:'nﬁ’:'g bania@imperial ac.uk Imperial College
o . J.Darria@imperial.ac.u Lﬂndﬂn




2.1. The Pattern Recognition (PR) Approaches (1/5)

 Composed of two phases:

D D

Representation

« EXxtracting « Mapping the

appropriate features to a
properties or particular class.
features.
| I *
ré‘t?;: !3" Sl;ftsete:ﬁ:rg j.barria@imperial.ac.uk |IT|pEI"IEI| 'Cﬂ“EgE
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Different Data type: Different Applications (2/5)

Dynamic Data

- Speech - Data Streams
Recognition Classification

- Medical Signal S CULIET
Classification SEIelali{Ialy}=
(ECG, EEG) with Sensor
- Anomaly Data
Detection —

Static Data

- Character  _ Apomaly
Recognition Detection*
- Iris Recognition

- Image Retrieval

For the case of time series data:

* A major concern is finding appropriate pattern
representations.

* Most of the approaches treat time series as static data
(hence they do not offer suitable representations).

§=== tseSystems & i @i ial.ac.
a8 'EEN):etworks j.barria@imperial.ac.uk London
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Pattern Recognition Paradigms (3/5)

Single
entities
Subpatterns

Feature
Vectors ‘H

Decision-
theoretic

g 5 mintelligent Imperial College
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Pattern Recognition Paradigms (4/5)

Statistical:

« Patterns treated as single entities and described
by numerical feature vectors.

* The classification involves the partition of the
feature space into regions.

Structural:

« Patterns treated as combination of multiple
entities and described by its topological relations.

* The classification involves matching the structural
representation according to a syntax.

e ds ..'"te"'ge'“ N Imperial College
i iSystems & j.barria@imperial.ac.uk Lond
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Proposed Approach: New PR Representation Framework (5/5)

' Single
 entities |

ggesse 2, gzintelligent Imperial College
*5a82, ki Systems & j.barria@imperial.ac.uk P 9
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2.2. Robust Data Representation (1/2)

Class 1 Time Series Class 2 Time Series

A T

\ C = Normal
High dimensional

E-C = Anomalous

Space
E=E-CUC
Class 1 *E-C ¢ C
giisee g, gilntelligent Imperial College
::;;253 2 z‘éiwg:‘ls(s& j.barria@imperial.ac.uk London




Structural Generative Description (SGD):
The Proposed Approach (2/2)

Domain independent : which makes the
framework suitable for a wide variety of
applications.

It Is an on-line / real-time approach.
Constructs robust time series represenations.

Based on time series bei
processes.

reated as stochastic

\'Hﬁ“‘ TN, |
i A A

%{{\AWWWWWWW e
H il "h 1l

Hazs, :=" "SySte ms & j.barria@imperial. aJc uk
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2.3. Novel Anomaly Detection Approach (1/2)

Real-time /on-line > Multiresolution Structural
data stream Decomposition SEMEGEITYE
‘ Description
. T ——
Statistical Discriminative
Sensed Classification/Clustering

Environment /

Observed
System

v

Anomalous Condition
etection <

VM

O ffg'“e"'ge“t L Imperial College
# S, fnLiiSystems & j.barria@imperial.ac.uk Lond
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Implementation: Centralised (A) vs Distributed (B) (2/2)

Raw signals

Sensor Station

=
>
“t‘:‘
"“
o=

S
e
=SO/72 =
<SS o< S ol

ggease g1, gilntelligent Imperial College
s CumE, stt.iiSystems & j.barria@imperial.ac.uk P 9
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3. Real-time Monitoring: Applications

On-line time series classification framework and its
applications:

3.1. Biometric Recognition and Forensics,

3.2.1. Smart Infrastructures Monitoring,
3.2.1. Machine/motor Health Conditioning Monitoring,

3.3. Distributed Charging of EVSs,

3.4.1. Transportation Networks Monitoring,
3.4.1i. Environmental (pollution) Monitoring.

ot ssintelligent I .

g 2a mperial College
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3.1. Applying the Internet of Things: Healthcare

‘f“fmsé
Healthcare

b
»Prevention and early identification, ﬁe
- Research,

the UK Government Chiet Scientific Adviser

« Data security and ownership,
« Hardware security and interoperabillity,
« Change management.

https://www.qgov.uk

3382 53 ,.Intelllgent Imperial College
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Biometric Recognition and Forensics (1/2)

S Time " Probability ™,
! domain ] : domain 1:
i | Generstive subpatfam |
: E Density | | . &t resoltion 1 |
l i estimation | |~ _[ /] i
i i ! (FGM) - I !
Raw ECG signal : | — j L !
' ' |\ ImputECG : X1 :
i | i |
3 : ' | Multiresolution - i . ]
< | —# Decomposition || Density | ! Gme:am“bﬁfﬂml
'§ ! : (DWT) ; estimation —L i " = :
= 1 - I ] - M\ :
S o I | | , LU Y :
< | | i : : e aa
. . : : : : . | :
I I e Gensrsfive subpsiien
1DSDEmpI-ES 2000 ; i | : Density Ly &t resolution n i
i 1 | estimation | | T I
I 1 | Subpatfemn at | (FGM) i = / :
[ 1 ! oiudion | : = J |
: : : a5 n : | i i bl ___,r -\H- :
: ! : I : xn 1
! ! ! | ! ]
i g, gintelligent N Imperial College
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Biometric Recognition and Forensics (2/2)

Probahility Domain Subpattemns a - Probability Domain Subpatterns d il
s ”5
S 04 R EE R
€ 'EEHD-E‘ P
o a‘_|:|_1_§;.i-;; ;

ECG values ’ ECG values A5

Fig. 5: Probability domain subpatterns for ECG data windows from
the thirteen classes with db3. W = 12. M =1. G = 6, I = 2°,
T =2* C =2° X =27 (a) Scaling coefficients; (b) Detail
coefficients.

e i ::'S"te"'ge“t L Imperial College
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3.2. Applying the Internet of Things: Buildings

 Buildings i'@\ﬁ;jf’//;

>Optimising design and minimising é

COSts, e
* Increasing comfort,
»Security and safety.
https://www.gov.uk
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l. Smart Infrastructures: Sl (1/3)

 Real time assessment of the deterioration of civil
Infrastructure (i.e. bridges, tunnels, water pipelines).

* Framework based on WSN, condition monitoring,
and anomaly detection.

o 5 -I%E"‘ﬂlﬂﬂlﬂ

Generators Turbines Transformers Boilers Radiators Valves

Motors

( http://vW\AN.nl.com/newsletter/52418/en/)

* Proactive classification into e.g. adequate condition,
maintenance required, and in need of replacement.

o E: HHH EE:. =§Inte"|gent ' ' ' ' Imperial C-DIIEgE
$Can o LiSystems & j.barria@imperial.ac.uk L i
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http://www.ni.com/newsletter/52418/en/

Sl: Machine Health Conditioning Monitoring (2/3)

PDF of scaling coefficients PDF of first detail coefficients

Fig. 3: Test stand for Experiment 1 [68]

Drive end
bearing

Foni e Accelerometer Coupling

bearing

Torque
transducer

Dynamometer

K|
vibration value

Class vibration value Class
Fig. 4: Scheme diagram of test stand for Experiment 1 [66]
(http://www.eecs.case.edu/laboratory/bearing/)
ss3e gaeeee 32 siintelligent .
) [ ] :..
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http://www.eecs.case.edu/laboratory/bearing/

Design (3/3)

ience

Sensor Network Resili

Sl

Base
Station

3 Location of

disturbance

\@E

P
Y

¢

]

3

‘ water pipe

-
Same

~,

PDF Sensor ID:01 Vibration: Pattern 1

PDF Sensor|D:01 Vibration: Normal

Resilience of the Stochastic Profile Constructor
under the 4 experiments using a window size of 100 samples as reference
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animations/Motes2.avi

3.3. Applying the Internet of Things: Energy

Energy

* Reducing energy demand,
»Managing energy patterns,
 Driving Innovation,

* Increased energy demand,
« Security and standards,
 Variable access.

https://www.qgov.uk

X
A

The Intemet of Things:
making the most of the
Second Digital Revolution
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EVs participation for Frequency Regulation Service (1/3)

Power Distribution Network Scenario

\ / . _ . * Two mechanism to facilitate

EVs participation in
operational aspects of a smart

QRS e (9 grid.

Ei.(.é;.:..........................FI.. ............ ........................................E. Y Frequency regulation’
i istributi —_— istribution feed . . .
| thut Jebuen et Congestion avoidance.
@ t[?;sﬂtg]!ytr:wo; Secondary circuit
- Transmission ®  Distribution feeder node
line . g
Recharging Lateral line node E .
" socket ©  Secondary circuit node | ® The SO|UtI0n needS to be

Consumer's H . . .
L house v EV . distributed and dynamic.

Note Lengths of electric conductors are not drawn to scale

s gses 82 sintelligent Imperial College
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Frequency Regulation Service (2/3)

Time varying Wj (t)
Generation Capacity Charging socket [€— = = — EV agent
/ agents —_— ]

oYy

A
Other Distribution | e
Non-EV €= Network EV oo 2
loads
W, (t) l p.(t) Recharglirj[g rate ?]t V\_/hihcré\e/nbergy is
_____ >| Charging socket accumulating in the i-t attery
EV agent (kw)
<= agents
‘1’ P; (t) A W, (t) i-th EV's payment rate (paid by EV)
| for recharging ($/h)

s Optimal p, (t) = xw; (t)

s .22 2 sintelligent I '
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Convergence of Recharging rates of 1000 EVs (3/3)

t=0s +
208
0s =

100s -

w;($/h)
Note: The initial recharging ratesp;(t) are randomly assigned.

i s B raeny AU Imperial College
~Ssiog: 2% sSystems & j.barria@imperial.ac.uk
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3.4. Applying the Internet of Things: Transport

« Transport i'@\ﬁ Pji/;

: (2%
» Passenger journeys, @/é\e
The Intemet of Things:
»Increased safety, el gt

* Transporting goods,
« Security, reliability and regulation.

https://www.qgov.uk

giisee g, gilntelligent Imperial College
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|. Transportation Networks: ITS (1/2)

 Management Tools for Safe Mobillity

* Classification of Vehicular Traffic
Anomalies

« Spatial Inference of Traffic Conditions

esseee oo Intelhgent I H
e 8, mperial College
R R 2iSystems & j.barria@imperial.ac.uk Lﬂﬁdﬁﬂ 9
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Transport vehicles: ITS (2/2)

Use Case 3: Field Data Capturing

Project SCFD

= Structured Capturing of
Field Data

= Components: Car brakes,
power steering, etc.

= Usage patterns:
temperature, voltage, etc.
» Predictive maintenance,
product optimization

Why MongoDB:

Mar:;sseentlent Pritcree:::n MaBn'g ?:'n':nt Analytics .ConStantly eVOIVing SyStem'
- _ - from a data capturing and a
data analytics point of view
0=u ))) .eﬁ :> .4' = Large amount of streaming
i3 . Q Q data
. mongoDB ) BOSCH
https://www.mongodb.com/presentations/
https://machinaresearch.com/
H11H 5213333 ::“ “Intelllgent ‘ ' ' ‘ Imperial CGIIEgE
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ITS: Distributed Classification of Vehicular Traffic
Anomalies (1/2)
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ITS: Spatial Inference of Traffic Transitions (2/2)
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|l. Real time Environmental Monitoring (1/3)

* Monitoring of vehicle(s) behaviour and real-time
construction of environmental pollution patterns

map.
* Intelligent monitoring systems for real-time

characterisation and construction of pollution

evel maps.
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Real time Construction of Pollutant levels (pdf) (2/3)
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animations/vehicle1.avi

Participatory Sensing Mobility Models (3/3)

 Urban Environment.

« Mission-oriented,
participatory sensor
network deployment.

« Combining fixed and
mobile sensor nodes.
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animations/test4.mp4

Interoperability across networks: new traffic patterns
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3.5. Applying the Internet of Things: Agriculture

« Agriculture
9 C
» Maximising vyield, ELINY
. " okl
* Improving food traceability, Sl
» Tackling environmental challenges,
* Incompatibility,
 Lack of infrastructure,
* Technical expertise.
https://www.gov.uk
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5. Final Remarks

From competency to a critical differentiation:
From Volume & Variety to Velocity.

o Big Data Technology: Operational vs. Analytical.

o Combine Operational and Analytical technologies.

o Generic/global fast solutions rather that
application specific solutions.

» Domain Independent framework.

» Real-time time series classification problems.

» Foundation to unsupervised classification
algorithms.
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