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OWASP CSA it

Open Web Application
Security Project

About Me

e Information Security since 1995

e SVP, Head of IT Security, Kiatnakin
Bank

e Committee Member, Thailand
Banking Sector Computer
Emergency Response Team
(TB-CERT)

e Vice President, OWASP Thailand
Association

e Committee Member, Cloud
Security Alliance
(CSA), Thailand Chapter

e Committee Member, National
Digital ID Project, Technical Team

e Chief Information Security Officer
(CISO) of the Year 2017,
NetworkWorld Asia




The Art of War

If you know the enemy

and know yourself, you need
not fear the result of a
hundred battles.

If you know yourself but
not the enemy, for every
victory gained you will also
suffer a defeat.

If you know neither the
enemy nor yourself, you will
succumb in every battle.

Sun Tzu









Opportunistic vs Targeted Attacks

Opportunistic
Many Few
Try to attack as many users as they Target Focus on just one target with specific
can. goal.
Old New
Use tried tested methods to exploit ) Use new, zero-day exploits on
common vulnerability. Tricks computer systems attackers might
familiar with.
Make Money Do Damage
The prize is to make as much money Intention The purpose is to steal or damage
as possible. valuable data.
Don’t Hide Silent But Deadly
Often no point hiding the damage Covert The aim is to leave little to no trace of
done entering the system.



How Attackers Do #1.:
Attacks Directly to Servers or Devices




Why Do Hackers Hack?

o Just for fun

o Steal the valuable protected information such as credit card or
personal medical record information

o Perform unauthorized transactions
— Money transfer
— Goods shipping without payment

e Deploy malware to client machines those view these sites

o Use the hacked server or device for other purposes
— Hacking their real target servers with scapegoat servers
— Cryptocurrency Mining



Application Security

Percentage of web applications — 0
Trustwave application scanning

services tested in 2017 that displayed

at least one vulnerability

Median number of
vulnerabilities detected
per application

86% (v) 8% e

involved session wereclassif ed as
management high-risk or critical



Know Your Enemies #2:
Attacks with Malware




Complexity of Attack Examples
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Compromise and Data Breach Statistics
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NOTIFICATION

Breaches Found by External Entity
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BILLION
Records Leaked or Stolen in 2016

= €34

MILLION
Cost of a Typical EU 2016 Breach

Source: IBM Security



Security Professionals Biggest Sources of Concern
Related to Cyber Attacks

S

D L
User Behavior

Mobile Devices Data in Public Cloud Cloud Infrastructure (For Example, Clicking Malicious
Links in Email or Websites)

58% 57% 57% 57%

Percentage of Security Professionals Who Find the Categories Very or Extremely Challenging

Source: Cisco 2017 Security Capabilities Benchmark Study



The 25 Most Common Passwords of 2017

J 123456 fi§456739 BBl admin O starwars [ hello
m welcome 123123 m freedom
m monkey m dragon m whatever
m login m passwOrd m qazwsx

15 abc123 m master m trustnol

password . letmein
12345678 i 8 1234567
9 football

|

Source: SplashData Annual Report



THE IMPORTANCE OF

MOBILE SECURITY

IN TWENTY SEVENTEEN

80% of the adults on earth
will have a smartphone by 2020.

Source: World Bank, GSMA, aléz

or more mobile apps will

fail basic security tests
of all apps leak sensitive
data over the network
of communications sent by
mobile devices are unencrypted
of mobile applications have at least
one high risk security flaw
of popular apps send your data to an ad network
including, but not limited to: phone numbers,
IMEI numbers, call logs, location coordinates

and more...




So what can you do to protect yourself?

protected from cyber
attacks as your IT
infrastructure

mobile security
app
Where possible,
do not save any
sensitive
information to
your phone

Real-Time
Detection mitigates
business risks and
threats

Update your
phone's OS as
often as
possible
Erlsure mobile Consider
devices are equally . .
installing a

o

Ensure that Avoid public
any app you networks - people can

develop is as access your data over

secure as an unsecured Wi-Fi
possible network
Make sure you
can remotely

track your
phone







