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Automation brings benefits

Business resiliency drives higher levels of automation

End to End Automation
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Industry and use-case driven technology
selection criteria

6 9 @ @ @ AGV/AMR, train to trackside, autonomous

miNiNg, remote crane operations

Transportation Mining Utilities Roadways
— @000 \
What are the What are the Deployment What are the potential What are the CapEx
devices to connect? applications requirements”? Scenarios”? technology options? and OpEx Implication?
Devices Resiliency Deployment Technology TCO

- AN AN AN AN J




Multl wireless access - better together!

Cellular, CURWB and Wi-Fi 6 are complementary technologies - always be
searching for better together

Cellular/LoRaWAN CURWB WiFi 6 (802.11ax)
Broad geographic coverage Zero loss - sub ms latency Applications focused on capacity,
and seamless roaming client density, mobility, “guest”
<l\/|ission Critical) access, BYOD
Applications

¢

—
Wide Area Process Industrial Fixed Remote Digital
Coverage Automation Robots Backhaul Expert Campus

Performance IOT Scale Capacity Security
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Multi-access wireless examples in manufacturing

' Wi i gdi i) [ - I | AR

’—Tt
2 |
=]
<1

i)
~#]
N

Wi-Fi 6 connectivity
for endpoint, client
coverage, and
stationary machinery.

Forklift in motion
connectivity via

CURWSB utilized for
backhaul to reach 5G
RAN nodes where
i cabling does not exist.

L] . 5G connectivity for
.. :

: =+ | collaborative

robotics

CURWSB connectivity
for in motion AGV’s.

5G connectivity for
collaborative
robotics




WiFI Location Services: Asset Locator e

< & Nurse Mobile 2 : ASSGt LOCatOr

Serial number  MOB-MED-02

Name  nurse Mobile 2

Description

Nurse Mobile Phone

- Real-time tracking of digital (mobile device /
laptop),and Wi-Fi-tagged physical assets

Department  Medical-Surgical

Category  Mobile Devices

Subcategories

Location  Hospital Campus -> Building A -> Floor 1

Last heard

- Define rules for asset location and utilization to
alert staff of any unexpected movement or usage

State Active

Assigned site
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Enterprise bG - 3 classes of service

Low latency services will drive maximum 5G demand in the near-future

5G services are optimized for latency,

capacity and density

URLLC and eMBB are most relevant in Enterprise

Mobile Broadband

High data rates, High traffic volumes uRLLC eMBB mMTC
Manufacturing, Real Time Video, Smart Cit
eMBB Use Cases Industrial, Carpeted Sensorsy,
Warehouses Enterprise

Video surveillance

Optimized for Optimized for Optimized for
Latency Capacity Density of devices
‘ Requirement | gusmwany gryspeys 10Gbps ™
MMTC URLLC Latency | Aval. or more Per km?2
Energy meters Process automation
Massive loT Low Latency N/W Needs Timing, QoS, Bandwidith, Timing,
Massive number of small Ultra-high reliability UPF flexibility UPF flexibility Bandwidth
devices, low energy & Ultra-low latency
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Cisco Wireless Backhaul’s unigue capabilities

Tested up to

Your own network Private mobile network,
custom-made to your needs

no packet loss
during handoffs
(make before break)

Ultra-low latency

Native TCP/IP technology

Self-healing network

Ultra reliable IP 09 9990

Easy to deploy, use and manage availability
High performance
up to
500 Mbps SO
spectrum

Fast mobility




Cisco Ultra-Reliable Wireless Backhaul

The only option for low latency, high throughput applications

Latency
(@ ™ )
100 ms
Wi-Fi 5 and 4G 5G (mMmW) and Wi-Fi 6
\& J Y,
( )
Autonomous Haulage
Virtual in Mining Video Streaming for Security and
10 ms reality e Situational Awareness (e.g. trains)
Communication-based
Train Control (CBTC) ¢ Tele-Remote Crane Operations for
Automated Trains ' F : i
5G Immersive V|deo Streaming for Tele-remote
URLLC Entertainment Operations (Trucks, Cranes, etc.)
profile Autonomotis
Robots Signe CURWEB
5ms \_ J
—
Throughput
10 Mbps 100 Mbps 1000 Mbps 10 Gbps
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CURWB tactory AGV solution

Reducing downtime with Oms roaming

Largest plant in the North America

v 640,000 vehicles annually + 6 million square feet
v 7,250 employees v 884-acre location
v 6 vehicle models Vv $7.1B Invested

Automotive Manufacturing in US

« Customer wanted to reduce the factory downtime by
enabling consistent and automation with low latency
connectivity to their AGVs.

« CURWB will be deployed across the 6 million sq ft.
plant enabling mission critical applications in harmony
with traditional WiFi access.
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Industrial Automation 2.5 CVD

Reduce cyber threats for production with integrated Cisco Cyber Vision

Industrial Automation

Outcomes
* Improve OEE and asset utilization
* Reduce risk from cybersecurity threats

atlvalee Gisco

Validated

CISCO  Design

Tested Implemented
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Enterprise

IDMZ

S Use-Cases

 Resilient connectivity (wired & wireless) for
IACS devices: sensors, actuators, and
controllers

» Visibility of IACS devices and communication

» Plant & Cell-area zone security and
segmentation

* Remote access to production assets

Manufacturing/Site

istribution
Switch |[ES000

+ Visibility and monitoring of IACS devices and
communication with Cisco® Cyber Vision

* Expanded resiliency: REP-Fast on IE3x00

* Support for site-wide Precision Time
Protocol (PTP)

Proven to work with: JHodavell  qIEMENS — Schneider . vmsussh « Consistent with enterprise networks
[ Ftomaten ’ o (Catalyst 9300/9500)

Multi-protacol Support

Etheriet/IP  ‘iodbus i%?s%%?
FOPCUA  (Cirink
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IEC 62443 Model Relationships
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Foundation OT Security

New capabilities to secure industrial networks

—@— O

Asset discovery Network Live threat Investigate and
segmentation detection Respond

Detect IT intrusions and Gain a holistic view on
abnormal OT behaviors to security events to ease
maintain process integrity investigation & remediation

Gain visibility on your OT to build and enforce the right security policies
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Building a converged IT/OT Security Is a journey

Full Spectrum
Security

9 Foundation
Security

Minimal

Security

Adapt objectives to limit complexity and align all stakeholders



