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Related Standards in

Medical device :
management standards :i

Lays out a foundation to
develop a medical device

affects “g

ISO 14971
ISO 13485

A ff_at:_i&_'-: T

<7

Medical device process
standards '
IEC 62304

Implementation
of medical
device software

- aﬂa_cts

Gives detailed direction
how to develop and 2
maintain safe software

system

Other sources of

information pr—————
IEC/ISO 12207 } .~ inspires
IEC/ISO 90003, ...

Gives additional guidelines,
‘techniques, etc that may be
used K

Ref : Medical Device Software—Software Life Cycle Processes, ANSI/AAMI/IEC 62304 : 2006 + AMD : 2015.

Medical Device

Standards for software medical device
IEC 60601-1 : 2005 + AMD1:2012 Cl.14
IEC 62304 : 2006 + AMD1:2015

IEC 61010-1C1- 14 |
32304

Gives specific direction for
creation of a safe medical
device ey

Link: https://webstore.iec.ch/publication/22794

| |EC [ Webstore

* | Intemational Electrotechnical Commission
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IEC 62304:2006+AMD1:2015 CSV

A i Additional information
Consolidated version

Defails | History  Work in progress

Medical device software - Software life cycle processes
TC B2/5C 62A | Additional information

Publication type International Standard

Publication dats 2015-08-28

Abstract

FREVIEW

Edition 1.1
|EC 62304:2006+A1:2015 Defines the life cycle reguirements for medical device

software. The set of processes, activitizs, and tasks described in this standard
establishes a commen framewark for medical device software life cycle processes

Available language(s) Englich, English/French

Applies to the development and maintenance of madical device sofware when TCES TG 82/'SC 82A - Common aspects of sksctrical squipment used in medical
software is itself a medical device or when software is an embedded or integral part of pracics a
the final medical device. This standard does not cover validation and final release of - 11.040.01 - Msdical squi ti |
the medical device, even when the medical device consists entirely of software. This -040.01 - Mzdizal =quipment In gensrsl
congolidated version consists of the first edifion (2006) and its amendment 1 {2015). Stabisty dats @ 2021
Show more =

Fagss 350

File sz 4016 KB
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N;E:gggj What is a Software? What is

SOFTWARE ?

[ISO/IEC12207:2008] Software is

1) Instruction (computer programs) that when executed

provide desired features, function, and performance

adequately manipulate information

E}@ 3 2) Data structure that enable the programs to

"
= iz
3) Descriptive information in both hard copy and virtual forms s -
that describes the operation and use of the programs @ 0 1
£

DEADLINE PHOTOTYPING WEB DESIGN
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High cost

DANGER AREA

Low Quality
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NECTEC Software Engineering Overview
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Software Engineering

1) The application of a systematic, disciplined, quantifiable

approach to the development, operation, and
maintenance of software; that is the application of Process
engineering to software.

2) The study of approaches as in (1).
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NECTEC! Software Engineering - Software Quality Management
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Product’s View

Validation

The Quality
Trian gl o Product (Software)

> user requirement

G

> external view of quality

» correct product has been built

> Good product

User
Requirements

Specification

Verification

Manufacturer's View » work product

> internal view of quality

Product » product has been built correctly
User P >Mpm
Requirements Specification
NeCTeC!

fjusﬁmeﬂu‘[a%LﬁﬂwiaﬁﬂﬁLLazﬂauﬂaLmaﬁfmqmﬁ 10 . NSTDR



NecTEC"  Software IEC 60601-1 CL14 vs IEC 62304

amemserot NS T DA

> PEMS - programmable electrical medical systems

ME EQUIPMENT or an ME SYSTEM containing one or more PROGRAMMABLE ELECTRONIC SUBSYSTEMS (PESS)
> PESS - programmable electrical SubSystems

system based on one or more central processing units, including their software and interfaces

Sensor

PEMS Reading

| 1 | 2. 1.
Application / Embedded l
stand alone

PESS1 | PESS2 software

software

Hardware
Control

=
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NECTEC'  Software IEC 60601-1 CL14 vs IEC 62304

IEC60601-1 CL 14

PEMS
IZD requirements capture PEMS validation plan <:I- PEMS validation ——'u:i::tti:n—h- f
\ '\ FEM\S requirameant / "f
\ spmﬁmtu\m Verified PEMS /
\'“ <: PEMS PEMS test specification

e PEMS VERIFICATION Plan

architectural design

Subsystem [e.q.
PESS)
architectural design

N

Software requirements specifications
{compaonent requirements)

Subsystem (e.g.
PESS) integration & |~ - VERIFICATION s

Saftware . .
N (componen: cesgn) e IEC62304 does not cover

validation and final release

Partion of PEMS
W-model included
in IEC 62304

h Sn&wmualmm

Software unit
( m ||'nplamantﬂu:rn

of a medical device

i_'ur'ut UERIFIEA.I‘H:H]
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Software IEC 60601-1 ClL.14 vs IEC 62304

|IEC 60601-1 : 2005 + AMD1:2012 Cl.14

Example: [EC 60601-1 : 2005 + AMD1:2012 Cl.14 Test Report

14 * Programmable electrical medical systems (PEMS)
14.1 * General

14.2 * Documentation

14.3 * Risk management plan

14.4 * PEMS development life-cycle

14.5 * Problem resolution
14.6 Risk management process
14.7 * Requirement specification

14.8 * Architecture

14.9 * Design and Implementation

14.10 * Verification

IEC 606011
Clause | Requirement + Test | Result - Remark | Verdict
14 PROGRAMMABLE ELECTRICAL MEDICAL SYSTEMS (PEMS:
141 Requirements in 14.2 to 14,12 not applied to

PEMS When it provides no functionality
necessary for BASIC SAFETY OF ESSENTIAL
PERFORMANCE, OF

-when application of RISK MANAGEMENT Showed
that failure of pEss does not lead to
UNACCEPTADIE RISK .ooceeeercecreseeeraseseressssnss e snanaanat

RISK MANAGEMENT FILE contains an assessment
of rIsKS associated with the failure of the PESs:

43014971.Cl 42445

Requirements of 1413 not applied to PEms
intended to be incorporated into an IT NETWORK

When the requirements of 142 to 14.13 apply,
the requirements of IEC 623042006 clause 4.3,

5, 7, 8 and 9 apply for the development or
modification of software of each PESS

14.11 * PEMS validation

Software development process for Software
Classification applied in accordance with

Clause 4.3 of IEC 62304 ... csaanaana:

14.12 * Modification

Software development process applied

according to Clause 5 of IEC 62304 .......cccccenana:

e * Connection of PEMS by network/data coupling to other
' equipment

Software development process for Software
risk management applled according to Clause

7 of IEC 62304...

Ref : Medical electrical equipment—Part1 General Requirement for basic safety and essential performance, IEC 60601-1 : 2005

Software development process Configuration
Management applied according to Clause & of
IEC 62304 ..

Software development process for Software
Problem Resolution applied according to
Clause 9 of IEC 62304 ... ceeeeeeces e enemnenat

audmalulagdidnvselinduazareuiawmesuiend 13
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Medical Device Process Standard IEC62304

Clause and subclauses \ Class Clause and subclauses \ Class Clause and subclauses \ Class

4 GENERAL REQUIREMENTS [A,B,C]

4.1 Quality management system

4.2 Risk management

4.3 Software safety classification

4.4 Legacy software

5 SOFTWARE DEVELOPMENT PROCESS
5.1 Software development planning

5.2 Software requirements analysis (SRS)
5.3 Software architectural design

5.4 Software detailed design

5.5Software unit implementation

5.6 Software integration and integration testing

5.7 Software system testing

5.8 Software release for utilization at a system level

Ref : Medical Device Software—Software Life Cycle Processes, ANSI/AAMI/IEC 62304 : 2006 + AMD : 2015.

6 SOFTWARE MAINTENANCE PROCESS [A,B,C]

6.1 [A, B, C] software maintenance plan

6.2 Problem and modification analysis

6.3 Modification implementation

7 SOFTWARE RISK MANAGEMENT PROCESS

7.1 Analysis of software contributing to hazardous situations
7.2 Risk control measures

7.3 Verification of risk control measures

7.4 [A, B, C] Risk management of software changes

SOFTWARE CONFIGURATION MANAGEMENT PROCESS
[A,B,C]

8.1 Configuration identification
8.2 Change control

8.3 [A, B, C] Configuration status accounting

5 SOFTWARE PROBLEM RESOLUTION
PROCESS [A,B,C]

9.1 Prepares a problem report
9.2 Investigate problem

9.3 Advises relevant parties

9.4 Use change control process
9.5 Maintains records

9.6 Analyze problem for trends
9.7 Verify problem resolutions

9.8 Test documentation content

IEC 62304 : 2006 + AMD1:2015

3
NECTEC
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NECTEC! Medical Device Process Standard IEC62304

e NSTDA
Clause and subclauses \ Class Clause and subclauses \ Class Clause and subclauses \ Class
4 GENERAL REQUIREMENTS [A,B,C] 6 SOFTWARE MAINTENANCE PROCESS [A,B,C] 5 SOFTWARE PROBLEM RESOLUTION
) PROCESS [A,B,C]
4.1 Quality management system 6.1 [A, B, C] software maintenance plan

9.1 Prepares a problem report

4.2 Risk management 6.2 Problem and modification analysis

O143 9.2 Investigate problem
4.3 Software safety classification 6.3 Modification implementation
9.3 Advises relevant parties
4.4 Legacy software 7 SOFTWARE RISK MANAGEMENT PROCESS
9.4 Use change control process
5 SOFTWARE DEVELOPMENT PROCESS l 7.1 Analysis of software contributing to hazardous situations
9.5 Maintains records
5.1 Software development planning / 7.2 Risk control measures
, _ 9.6 Analyze problem for trends
5.2 Software requirements analysis (SRS) / 7.3 \Verification of risk control measures
r - —_— 9.7 Verify problem resolutions
I_5~3 Software architectural design I 7.4 [A, B, C] Risk management of software changes
N 9.8 Test documentation content
5.4 Software detailed design SOFTWARE CONFIGURATION MANAGEMENT PROCESS ! |

5.5Software unit implementation [A.B.CI

5.6 Software integration and integration testing s CenisVelteniieansiesitly

IEC 62304 : 2006 + AMD1:2015

8.2 Change control

5.7 Software system testing

8.3 [A, B, C] Configuration status accounting

5.8 Software release for utilization at a system level

3
Ref : Medical Device Software—Software Life Cycle Processes, ANSI/AAMI/IEC 62304 : 2006 + AMD : 2015. AudalulagslannsatnduasAoUN LA DS LAY IR 15 NECIEDCD
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INSISITEE Software Safety Classification

Definition : Software item Types  SOFTWARE ITEM D I N
Any identifiable part of a
R / P Integrated collection of
Legacy Software computer program, O IRRE [TIME oremriuer
i.e., source code, object code, Software System E

to accomplish a specific

MEDICAL DEVICE SOFTWARE which was
control code, control data, or a Embedded, Standalone, Application -

. . function or set of functions
legally places on the market and is still . collection of these items Class: A B C 4

market today but for which there is

insufficient objective evidence that it was

Software Item Y

developed in compliance with the -
Embedded, Standalone, Application -

current version of this standard. Class: A B C
Type : SOUP Legacy Develop

® Software of unknown provenance - SOUP

SOFTWARE ITEM that is already developed and Software ltem W Software Item Z
Embedded, Standalone, Application - Embedded, Standalone, Application -
generally available and that has not been developed for Class: A B C Class: A B C

purpose of being incorporated into the MEDICAL DEVICE Type : SOUP Legacy Develop Type : SOUP Legacy Develop
[off — the - self software] or SOFTWARE ITEM
previously developed for which adequate records of the
develop PROCESSES are not available.

~|‘|
NECTEC
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Ref : Medical Device Software—Software Life Cycle Processes, ANSI/AAMI/IEC 62304 : 2006 + AMD : 2015. AUSNAI LT DB NSO DNALAZADUN LA DS LA R 16
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= Software Safety Classification

Class C (by default) In determining the software safety classification of the SOFTWARE SYSTEM:

® Probability of a software failure shall be assumed to be 1.

HAZARDOUS SITUATION

Arise from a failure of

® Only RISK CONTROL measures not implemented within (external to) the
SOFTWARE SYSTEM shall be considered.

NOTE: Such RISK CONTROL measures may reduce the probability that a
software failure will cause HARM, and/or the severity of that HARM.

Evaluate effectiveness of
RISK CONTROL NOTE: A SOFTWARE which implements RISK CONTROL measures may fail, and
Measures external to the software this may contribute to a HAZARDOUS SITUATION.

The resulting HARM may include the harm which the RISK CONTROL

measures is designed to prevent (see 7.2.2b)
failure of the software

esult in unacceptable

® The software safety classes shall initially be assigned
based on severity as follows:

What Class A: No injury or damage to health is possible

Class B: Non-SERIOUS INJURY is possible

Serious Injuryl/ death Class C: Death or SERIOUS INJURY is possible”

severity of injury

is possible?

Non Serious Injury

é - Figure 3 — Assignment software safety classification
ass

S
NECTECﬁ

amemseret NS T DA

Ref : Medical Device Software—Software Life Cycle Processes, ANSI/AAMI/IEC 62304 : 2006 + AMD : 2015.
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Example: IEC62034 Test Report | + Safety Classification

IEC 62304

Clause Requirement - Test Result - Remark Verdict

IEC 62304

Clause | Requirement - Test | Result -Remark | Verdict

The soFTWARE SYSTEM is software safety class C if:

-the soFTwarRE SvsTEM contribute to @ HaZARDOUS

GENERAL REQUIREMENTS — siTuaTion which results in unaccepiable risk after
consideration of RISK CONTROL measures extemnal to

41 i#A, B, CQuality management system — the soFTwarE SvsTEM and the resulting possible
HARM iz death or SERICUS INJURY
The MANUFACTURER of MEDICAL DEVICE SOFTWARE
demonstrates the ability to provide MEDICAL DEVICE For a soFmwarE SysTeM inifially classified as software
SOFTWARE that consistently meets customer safety class B or C, the mMaNUFACTURER has
requirements and applicable regulatory requirements implemented additional RISk CONTROL measures
external to the soFTWaRE SYSTEM and subsequently
42 A, B, C1 RISK MANAGEMENT — has assigned a new software safety classification to

- the SOFTWARE SYSTEM
The MANUFACTURER applies a RISK MANAGEMENT

PROCESS complying with 1ISO 14971 o The manuracTurReR documents the software safety
class assigned to each sOFTWARE SvETEM in the RISK
43 A, B, C; Software safety classification — MAMAGEMENT FILE
& The MANUFACTURER assigns to each SOFTWARE dhWhen a SOFTWARE SYSTEM is decomposed into
SYSTEM a software safety class according to the RISK SOFTWARE ITEMS, and when a SOFTWARE ITEM 15

decomposed into further SOFTWARE ITEMS, SUCh
SOFTWARE ITEMS inherit the software safety
classification of the original soFTWARE ITEMOr
SOFTWARE SYSTEM; unless the MaNUFACTURER
documents a rationale for classification into a different
The SOFTWARE SYSTEM is software safety class A if: software safely class

of HARM to the patient, operator, or other people
resulting from a HAZARDOUS SITUATION to which the
SOFTWARE SYSTEM can contribute in a worstcase-

scenario

A rationale explains how the new SoFTWARE ITEMS are

-the SOFTWARE S¥STEM not contribute to a HAZARDOUS Eegregated 50 that the}r may be dassified Separatehf

SITUATION; or

& The manUrFacTURER documents the software safety
-the SOFTWARE SvSTEM contribute to a HAZARDOUS class of each soFTware ITEM if that class is different
sImuaTION which does not result in unacceptable RISK from the class of the soFTwaRE ITEM from which it was
after consideration of RISK CONTROL measures created by decomposition

external to the SOFTWARE SYSTEM

f:When applied to a group of soFTwARE ITEMS, the

The SOFTWARE SYSTEM is software safety class B if. MANUFACTURER uses the FROCESSES and Tasks which
are reguired by the classification of the highesi-

-the SOFTWARE S¥STEM contribute to a HAZARDOUS classified soFmware ITEM in the group unless the

SITUATION which results in unacceptable RISK after MANUFACTURER documents in the RISk MANAGEMENT

consideration of RISK CONTROL measures external to FILE & rafionale for using a lower classification

the SOFTWARE SYSTEM and the resulting possible o Class C requirements apply for each soFTWARE

HARM is non-SERIOUS INJURY SysTEM, Until a software safety class is assigned

1
1
Ref : Ref : Medical Device Software—Software Life Cycle Processes, ANSI/AAMI/IEC 62304 : 2006 + AMD : 2015. J b NIGDSLIAIBR NECTEC
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NECTEL Summary of requirements by software safety class
———r—e L L
Clause 4 All requirements

5.1 (Plan) 5.1.1,5.1.2,5.1.3, 5.1.4, 5.1.5, 5.1.6, 5.1.7, 5.1.8, 5.1.9 X X X

(development, integration, testing, verification, risk management, documentation, configuration)

5.1.5, 5.1.10, 5.1.11, 5.1.12 (integration, supporting item, Cl before verification, software defect) X X
5.1.4 (Software development standards, methods and tools planning) X
5.2 (Requirement) 5.2.1,5.2.2,5.2.4,5.2.5,5.2.6 X X X

(define & document SRS, content, re-evaluate, update, verify)

5.2.3 (Risk control measure) X X
5.3 (Architectural) 5.3.1,5.3.2,5.3.3,5.3.4,5.3.6 X X
5.3.5 (identify segregation necessary for risk control) X
5.4 (Detail design) 5.4.1 (subdivide software into software units) X X
5.4.2,543, 544 X

(develop detail design for each software unit & interfaces, verify detail design)

5.5 (Implementation) 5.5.1 (implementation each software unit) X X X
5.5.2, 5.5.3, 5.5.5 (software unit acceptance criteria, verification) X X
5.5.4 (additional software unit acceptance criteria) X

Ref : Medical Device Software—Software Life Cycle Processes, ANSI/AAMI/IEC 62304 : 2006 + AMD : 2015. AudalulagslannsatnduasAoUN LA DS LAY IR 19



al ,
NECTEC Summary of requirements by software safety class

Clause and subclauses \ Class -—-

5.6 (Integration and Integration Testing) Al requirements

5.7 (System testing) All requirements X X X
5.8 (Release) 5.8.1, 5.8.2, 5.8.4, 5.8.7, 5.8.8 X X X

5.8.3,5.8.5, 5.8.6 X X
Clause 6 (Maintenance) All requirements X X X
7.1 (Analysis of software contributing to Al requirements X X

hazardous situations)

7.2 (Risk control measure) Al requirements X X
7.3 (Verification of risk control measures) All requirements X X
7.4 (Risk management of software 7.4.1 X X X
changes)

742,743 X X
Clause 8 (Configuration) All requirements X X X
Clause 9 (Problem resolution) All requirements X X X

~|‘|
NECTEC

memsert NS T DR

Ref : Medical Device Software—Software Life Cycle Processes, ANSI/AAMI/IEC 62304 : 2006 + AMD : 2015. AudalulagslannsatnduasAoUN LA DS LAY IR 20
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N‘?E‘;EE: Medical Device Process Standard IEC62304

Clause and subclauses \ Class Clause and subclauses \ Class Clause and subclauses \ Class

4 GENERAL REQUIREMENTS [A,B,C] 6 SOFTWARE MAINTENANCE PROCESS [A,B,C] 5 SOFTWARE PROBLEM RESOLUTION
PROCESS [A,B,C]

4.1 Quality management system 6.1 [A, B, C] software maintenance plan

9.1 Prepares a problem report

4.2 Risk management 6.2 Problem and modification analysis

1SO14971

9.2 Investigate problem

4.3 Software safety classification 6.3 Modification implementation

9.3 Advises relevant parties

4.4 Legacy software 7 SOFTWARE RISK MANAGEMENT PROCESS

9.4 Use change control process

5 SOFTWARE DEVELOPMENT PROCESS l 7.1 Analysis of software contributing to hazardous situations

9.5 Maintains records

5.1 Software development planning / 7.2 Risk control measures

9.6 Analyze problem for trends

5.2 Software requirements analysis (SRS) / 7.3 Verification of risk control measures

— — — —

[ 5.3 Software architectural design T

9.7 Verify problem resolutions
7.4 [A, B, C] Risk management of software changes

9.8 Test d tat] tent
5.4 Software detailed design SOFTWARE CONFIGURATION MANAGEMENT PROCESS est documentation conten

5.5Software unit implementation [A,B,C]

5.6 Software integration and integration testing s CenisVelteniieansiesitly

IEC 62304 : 2006 + AMD1:2015

8.2 Change control

5.7 Software system testing

5.8 Software release for utilization at a system level 8.3 I4, 8 C] Configuration status accounting

~|‘|
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Ref : Medlical Device Software—Software Life Cycle Processes, ANSI/AAMI/IEC 62304 : 2006 + AMD : 2015. audmalulagdiannsefinduazaauinesuissd 21
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: Software Risk Management Process

SO 14971: 2019

e m Risk = Prob x Severity
LHRAINILUAN

ﬁﬂ’]WLﬁ@UVLGUﬁEﬂ"\]QZLfJu A48 W38lan1aNLin

Probability of

?{’]LW}!VW]’]I%LHG]E)‘L!G]?’]EJ ﬁ']ﬁUL‘Wﬂﬂ']iﬂj amunwaﬁﬁﬁﬂﬂdﬁumw occurrence of bIU LNAUBY  UTUNAY iiJLﬂﬂLﬂﬂ
| dy a A | o gz = —I‘U—
LYU VLW‘W'] LUDLLUANLIY LY Vﬁéﬂﬂ JaniLde Lsulu VLW‘W']%J'] 09US599 harm

I o/ 1 1
I ﬂ']iUﬂﬂL%UW%BBUﬂi']EJLLﬂ 319M18 138

Sequence Hazard

. ' I audemesis guain niwddu e
of events situation

I I 1% | a 4 a
| Asandeu Wy Aalvgd vanw 1@eT3n
|

Severity I 32AUAIUTULIY YBITUATY
of harm

wu ldagen viadu 1 @edie

3
Ref : Medlical Devices —Application of Risk management to medlical devices, 1SO 14971 @Jug‘jmﬂiu‘[@gaLé‘ﬂmaﬁﬂﬁl,l,amauﬂqLmaﬂqua 22 NECIEDCQ
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SO 14971: 2019 : Software Risk Management Process

s : : s Severity : : o
Risk analysis \ Score | Severity Possible description
- ::ten:;d use an;i ;‘easonabfy foresieab;e mts;se 2
— ldentification of characteristics related to safety @ . . .
— ldentification of hazards and hazardous situations E 5 CataStroph'c Results in patient death
— Risk estimation — §
2 High chance in permanent impairment or life-
= Critical
[ 1 J & threatening Injury
Risk evaluation
Results in injury or impairment requiring
Serious
— : professional medical intervention
sk contro
g . . . .
= — Risk control option analysis . Results in temporary injury or impairment not
o — Implementation of risk control measures = Minor
= — Residual risk evaluation z requiring professional medical intervention
§ L z::;;ﬂ::g:;;:lf gsk control measures §’
§ - Conidinisok sdenabol 'E: Negligible Inconvenience or temporary discomfort
=]
s 3
i E Ll B
= ——{ Evaluation of overall residual risk ] Probabi l'
i Score Possible description
| Risk management review —I
i 3 Weekly
Production and post-production activities Quarter
— General
— Information collection . .
— Information reviaw Yearly Occurrence nearly impossible
- Actions

3
Ref : Medical Devices —Application of Risk management to medical devices, ISO 14971 : 2019. AudalulagslannsatnduasAoUN LA DS LAY IR 23 NECIEDCQ
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ISO 14971: 2019 : Software Risk Management Process

—P Risk analysis \ Ri Sk Level
— Intended use and reasonably foreseeable misuse 2
: ldentfﬁcaqon of characteristics related to safe;y E O- Occurrence
Identification of hazards and hazardous situations @ o
— Risk estimation — 3 Severity Category
g
5
& 5 Catastrophic
[ Risk evaluation 1 J
y 4 Critical
Risk control 3 Serious

— Risk control option analysis

— Implementation of risk control measures
~— Residual risk evaluation

— Benefit-risk analysis

— Risks arising from risk control measures —
— Completeness of risk control

¢ Acceptance Criteria

——-I Evaluation of overall residual risk l
i Risk index Acceptance Criteria

2 Minor

1 Negligible

Risk management plan
Risk management

1to4 Acceptable Area ACC
| Risk management review —I
¢ RN As Low as reasonable Possible ALARP
Production and post-production activities MR Not Acceptable Area NACC

— General

— Information collection
~— [nformation review
- Actions

3
Ref : Medlical Devices —Application of Risk management to medical devices, ISO 14971 : 2019. AUSNAI LT DB NSO DNALAZADUN LA DS LA R 24 NECIEDCQ




S
NECTEC! Software Risk Assessment

amemserot NS T DA

> a8, N15%1 Sof Risk A i
8. NN Software Risk Analysis Risk Estimation - Before | Risk

Risk Estimation - After

Risk Analysis (11531A51¢%AMLE-) (N3UsEUUNTTAULES) Control o
(N15USLUUNITAIULHEY)

| |

. . - . ; Risk Estimation - Before Risk Estimation - After
Risk Analysis (N133ta31giwAauLTeg) , ,
& (s Us sunamuLde ) Risk Control (s Us sanaumudeq)

Foreseeable sequence of Hazard Situation (WMEN1g / Mg Reference

events (Effect of Failure leading F\"A'UF!'!-.IF\"J‘TLI!.ﬁEJ%’I Wa  (anasd1eda)

Product Hazard/ Sub Hazard (Potential of failure mode) to Harm) Harm Risk Risk anwisasamudogld) Risk Risk

Life Cycle |(uwasiniinuasangie) (wur ldufagdindunse) (uansenuiaglddu) anse Severity | Frequency | Score |evaluation Severity |[Frequency| Score | evaluation

Therapeutic /

sofware Item: Pumb 1. i Fun Tunns
Controller Control  |tismsn1saffllifinsasiedey F¥I988U Over/under
g 1|n152anwuy |function Cwer/under dose Crver / under dose ﬁﬂ?ﬂwﬂﬁﬁﬁ 4 2 8|ALARP dose Journal 4 1 4| ACC

user use malfunction (3.2}
d1lad1iusdn Factory Setting a9
wildhigiety

w & d o v
FHUUEILALNE ﬁllﬂ‘l_lm*ﬁﬂﬂﬂ

wiglune

S
. e = ~ ¢ ~ ¢ 1 a NECTECﬁ
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Clause and subclauses \ Class Clause and subclauses \ Class Clause and subclauses \ Class

4 GENERAL REQUIREMENTS [A,B,C]

4.1 Quality management system

4.2 Risk management

4.3 Software safety classification

4.4 Legacy software

5 SOFTWARE DEVELOPMENT PROCESS

5.1 Software development planning

5.2 Software requirements analysis (SRS)

5.3 Software architectural design
5.4 Software detailed design

5.5Software unit implementation

5.6 Software integration and integration testing

5.7 Software system testing

5.8 Software release for utilization at a system level

6 SOFTWARE MAINTENANCE PROCESS [A,B,C]

6.1 [A, B, C] software maintenance plan

6.2 Problem and modification analysis

6.3 Modification implementation

7 SOFTWARE RISK MANAGEMENT PROCESS

7.1 Analysis of software contributing to hazardous situations
7.2 Risk control measures

7.3 Verification of risk control measures

7.4 [A, B, C] Risk management of software changes

SOFTWARE CONFIGURATION MANAGEMENT PROCESS
[A,B,C]

8.1 Configuration identification
8.2 Change control

8.3 [A, B, C] Configuration status accounting

5 SOFTWARE PROBLEM RESOLUTION
PROCESS [A,B,C]

9.1 Prepares a problem report
9.2 Investigate problem

9.3 Advises relevant parties

9.4 Use change control process
9.5 Maintains records

9.6 Analyze problem for trends
9.7 Verify problem resolutions

9.8 Test documentation content

IEC 62304 : 2006 + AMD1:2015

3
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Software Development Life Cycle -SDLC
Clause and subclauses \ Class ¥ ’

A typical spiral model Architectural design System Testing
Planning

5 SOFTWARE DEVELOPMENT PROCESS Water fall model

5.1Software development planning
- -

Communication Modeling Component design Integration Testing

Code generation Unit Testing

Executable Software

5.2 Software requirements analysis (SRS) [ S L o
5.3 Software architectural design Ag'le

Kanban

5.4 Software detailed design Incremental model s t e [y ey

Incremental #n ©

cBofOnmb Delivery of nth Communication s fates
Software ) &

5.5Software unit implementation Functonality incemental KN -

Incremental #2

d Feat -
T 'n' ﬂ' Delivery of 2 incremental il Modeling
Incremental #1
" ﬂ - ﬂ " Delivery of 1% incremental Construction

Deployment

Feature

Feature

5.6 Software integration and integration testing

Feature

5.7 Software system testing

Project Calendar Team

5.8 Software release for utilization at a system level
Software Development Plan Software Progress Report

11 |svamanans | STD_57_P0040210_ Jwaa | |
_NECTEC [oasaiu 2413 [asauTe. [ 337 |
ST [Faanans wrufianmmaznEuE I ] Accumulated Progress Report
PO040210_06 B iayaius ¥z NECTEC-CMMI i 2557
P0040210 Process Improvement 100
oz I e ' °
H O 80
Type Of Plannlng Today's Date: 43773 o
; startDate: 22 1 EndDate; 07/31/14 12:00 A . . . Fest oy of weeksunm1): 7 - —8— % Duration
— é PR © —+— % Complete
« Software Integration Planning - et " WIS BN BN B IS B .
0
s 04/03/14 12:00 AM| 0430714 12:00 A 10
o
o Software Verification P[anning S —— - Lpsols  nespons  speis lsmepois  wespoie  orol medpes Soejol syopes
05/05/14 12:00 AM| 0506714 1200 AM 1 o000% 1 1
05/05/14 12:00 AM| 0506714 1200 AM 1 o000% 1 1
05/05/14 12:00 AM| 05/06/14 1200 AM 1 o000% 1 1
05/06/14 12:00 AM| 05/06/14 1200 AM 1 10000% 1 1 o i
. . 05/05/14 12:00 AM| 05/06/14 1200 AM 1 10000% 1 1 Jui
+ Risk Management Planning S o a6 ol
05/07/14 12:00 AM| 05/08/14 1200 M 2 o000 2 2
05/12/14 12:00 AM| 05/16/14 1200 AW 5 ooo% 50 s
. . 41771 wame 13 m0%  000% 15 19
« Configuration Planning SREE o R
05/15/14 12:00 AM| 05/23/14 1200 A oo 7 s
05/26/14 12:00 AM| 05/30/14 1200 AM 5 oo0% 5 s
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Software Requirement Specification Traceability Metrix
Clause and subclauses \ Class R on—

1_ I[]tr()ductiﬂn 1- Loan Process  1.1- New users [TS_Loan_001- Validate the “Apply Loan" feature as a new user TC_newuser_01 Plued:
5 SOFTWARE DEVELOPMENT PROCESS 1.1 Purpose of the requirements document e e
1.2 SCOPC Of the prOdUCt TS_Loan_002- validate the “Apply Loan" feature as a already existing user :E::Zﬁ:jgj ::fd B
. 1.3 Definitions, acronyms and abbreviations TC_newuser_05 Defect 01
5.1Software development planning 1.4 References e

TS_Loan_003- For a new user in the "Apply loan", check the guest customer

1.5 Owerview of the remainder of the document g s Vi nawneser 06, | Rusesd
5.2 Software requirements analysis (SRS) 2. General description et st e TN SIS
2.1 Produ ct P erSpeCti Ve T5_Loan_005- Login to the loan portal as an already a customer with a loan and

1.2- Existing users

. check the displayed TC_Exist_User_01 Passed
. . 2.2 Product functions TS_Loan_006-Check the Loan whose status is "Sent for review” TC_Exist_User_0: Passed
e 23 User characterstics I S AR .
2.4 General constraints 2 Esseofuse 2.1 Ease o5 use |15-L09n-009-Check for a visitor if the information on the site is accessible in i
. . 3 Jess than 3 clicks or not TC_EasyUse_01 Passed
54 Software detaﬂed de5|gn 2.5 ASSU]’HPUOHS and deCHdCﬂCles T5_Loan_010-Check for a registered user if the information on the site is
. . : : : accessible in less than 3 clicks or not TC_EasyUse 02 Passed
3. Specific requirements, covering functional, non-functional and e Foue, 1 Check Tox » Bk Wi Wioration oF e oo B Socassiia ™
5 5Sof . | . interface requirements. This is obviously the most substantial part of the s TC.Eanylise. 03 |Rasend
D 50ftware unit Imp ementation document but because of the wide variability in organizational practice, it
is not appropriate to define a standard structure for this section. The Ref: https:// softwaretestinshelp.com/requirements
5.6 Software integration and integration testing requirements may document external interfaces, describe system : PS//WWW. w INgNELP. qui
ﬁmcFionality aald performanc.e, and specify logical databas.e teual traceability-matrix/
o requirements, design constraints, emergent system properties and quality
5.7 Software system testing characteristios.

5.8 Software release for utilization at a system level | * Appendices

5. Index: Although the TEEE standard is not ideal, it contains a great deal
of good advice on how to write requirements and how to avoid problems.
It is too general to be an organizational standard in its own right. It is a
V-model general framework that can be tailored and adapted to define a standard
geared to the needs of a particular arganization (6).

Requirernent

Acceptance Testi
Medeling SRS (IS

Architectural design Systern Testing

Figure 1. The SES structure according the IEEE 830-1998 standard

Component design Integration Testing

Ref. Chikh, A., & AlAjmi, H.H. (2014). Towards a dynamic software
Code generation Unit Testing requirements specification. 2014 World Congress on Computer

Applications and Information Systems (WCCAIS), 1-7.

Xecu e >oThware j
Frecoie S NECTEC!
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Architectural Styles Software design

Clause and subclauses \ Class

5 SOFTWARE DEVELOPMENT PROCESS

[FoteProne | ]
| i H
(I ! : H
| : 5

_ g Y,
5.1Software development planning e -
e N -
displayStatus{ ) o <<Inferface>>
5. ZSoftware requirements analysis (SRS) = o

Deployment Level Design

| || | 1 .
I 5. 3Software architectural design Data center Architectural Interface Design

=k

I 5.4 Software detailed design I [ o seaen |

5.5 Software unit implementation L | (2] (=]
5.6 Software integration and integration testin o i

9 S S e | Component Level Design Flow Chart
5.7 Software system testing Main program / sub main program Architectural Layer Architectural

5.8 Software release for utilization at a system level L Case Study: Generic insulin infusion pump

V-m o d el. - User PESS Software System: GIIP
Requirernent i 2 Bput devicas Sl
R Acceptance Testing <—| Battery |—> Output devices > |
odelin
: ‘ Software Item : Drug Reservoir
' e Pump | [ Drugdelivery interface |—>{ Infusion set | B Class: A B C
Architectural design System Testing etvery * Legacy | Type : SOUP Legacy Develop Pic Ref:
——s~—
https://www.cbc.ca/news/he
Component design Integration Testing X . . .
Software Item : Drug delivery Interface alth Implant—ﬂ les-insulin-

pumps-1.4915491

Class: A B C
Code generation Unit Testing Type : SOUP Legacy Develop

System architecture of generic insulin infusion pump (GIIP)

2 S0 ‘are j
P NeCTeC!

oo NS T DR

6 aa & a [ a [ 1 a
Ref : Roger Pressman. 2009. Software Engineering: A Practitioner's Approach (7 ed.). McGraw-Hill, Inc., New York, NY, USA. fj‘wﬂLW@IUI@EJ@Laﬂ‘VﬁQUﬂaLLagﬂ@@JW’JLm@ﬂm\'ﬂ“mm
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Clause and subclauses \ Class

Software unit implementation

5 SOFTWARE DEVELOPMENT PROCESS

5.1Software development planning

Test levels are groups of test

5.2 Software requirements analysis (SRS) activities that are organized and

5.3 Software architectural design managed together. Each test level

5.4 Software detailed design is an instance of the test process.

5.5Software unit implementation

< Acceptance Testing
5.6 Software integration and integration testing

Software System (Class C)

5.7 Software system testing

<« System Testing

5.8 Software release for utilization at a system level

Software Item Y (Class C) Integration Testing

Requirernent
Medeling

Architectural design

Software ltem W (Class B) Software Item Z (Class C)

Component design

— Component
Code generation
\\\/ & Testing
Executable Scftware sl‘l
p e = ~ ¢ = s 1 a NeCTEC
@JUHLVlﬂIUIGSQLaﬂVI§QUﬂaLLa%ﬂ’E]lI‘W']L@@iLL‘VNSZﬁG] 30 e NSTDA
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Medical Device Process Standard IEC62304

Clause and subclauses \ Class Clause and subclauses \ Class Clause and subclauses \ Class

4 GENERAL REQUIREMENTS [A,B,C]

4.1 Quality management system

4.2 Risk management

4.3 Software safety classification

4.4 Legacy software

5 SOFTWARE DEVELOPMENT PROCESS
5.1 Software development planning

5.2 Software requirements analysis (SRS)
5.3 Software architectural design

5.4 Software detailed design

5.5Software unit implementation

5.6 Software integration and integration testing

5.7 Software system testing

5.8 Software release for utilization at a system level

Ref : Medical Device Software—Software Life Cycle Processes, ANSI/AAMI/IEC 62304 : 2006 + AMD : 2015.

6 SOFTWARE MAINTENANCE PROCESS [A,B,C]

6.1 [A, B, C] software maintenance plan

6.2 Problem and modification analysis

6.3 Modification implementation

7 SOFTWARE RISK MANAGEMENT PROCESS

7.1 Analysis of software contributing to hazardous situations
7.2 Risk control measures

7.3 Verification of risk control measures

7.4 [A, B, C] Risk management of software changes

SOFTWARE CONFIGURATION MANAGEMENT PROCESS
[A,B,C]

8.1 Configuration identification
8.2 Change control

8.3 [A, B, C] Configuration status accounting

5 SOFTWARE PROBLEM RESOLUTION
PROCESS [A,B,C]

9.1 Prepares a problem report
9.2 Investigate problem

9.3 Advises relevant parties

9.4 Use change control process
9.5 Maintains records

9.6 Analyze problem for trends
9.7 Verify problem resolutions

9.8 Test documentation content

IEC 62304 : 2006 + AMD1:2015

3
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: Software Configuration Management

Software Configuration Items e.g. Naming convention

Phases/Activities Output a Tool/Control Responsible | Reviewer Approver o .
Method dwiuuuuvlasy InannsastelenansunsgIulsukuuaeil

Planning Project = | Storein Project System Supervisor o w - iy

Flanning Manager Engineering F-anautansg —?I@L@ﬂﬁﬂiﬂﬂwﬂa\‘iﬂi]‘le}

Team = @ v v Ao o &

S F S P P lng Falenansnudingy avAeslitendeanumunamngauiuiiiem
Analysis and fisk Manager | Engineening Famsnwsusnvesandumfuningiale snudumununsenido

Documents Teamn !
Desian Design v Project System | Supenvisor WU F-001-SoftwareDevelopmentPlan LUUNBSULNUATHMUIGDNALIS

Documents Manager Engineering EAPH ¢ o

Teorm AstelnaTu sox-SoftwareDevelopmentPlan
Implement Source Code v" | GitLab Developer System Project
$u 01 Development Path
- D21 W22
Versionin 18
g =R 558
agﬂaﬂ%gqﬁ 1 U 1.0
. * Commit
®* Checkin
Ry - * Check out
oufAngsii 2 U 2.0 ® merge

3
NECTEC

amemseret NS T DA

audmalulagdidnvselinduazaeufiameosuiei



NECTECT Medical Device Process Standard IEC62304

Clause and subclauses \ Class

amemserot NS T DA

Clause and subclauses \ Class Clause and subclauses \ Class

4 GENERAL REQUIREMENTS [A,B,C] 6 SOFTWARE MAINTENANCE PROCESS [A,B,C] 5 SOFTWARE PROBLEM RESOLUTION
' PROCESS [A,B,C]
4.1 Quality management system 6.1 [A, B, C] software maintenance plan
9.1 Prepares a problem report
4.2 Risk management 6.2 Problem and modification analysis
9.2 Investigate problem
4.3 Software safety classification 6.3 Modification implementation
9.3 Advises relevant parties
4.4 Legacy software 7 SOFTWARE RISK MANAGEMENT PROCESS
9.4 Use change control process
5 SOFTWARE DEVELOPMENT PROCESS 7.1 Analysis of software contributing to hazardous situations
9.5 Maintains records
5.1 Software development planning 7.2 Risk control measures
, _ 9.6 Analyze problem for trends
5.2 Software requirements analysis (SRS) 7.3 \Verification of risk control measures
: . 9.7 Verify problem resolutions
5.3 Software architectural design 7.4 [A, B, C] Risk management of software changes
9.8 Testd tati tent
5.4 Software detailed design SOFTWARE CONFIGURATION MANAGEMENT PROCESS eor cocHmentation conten
[A,B,C]

5.5Software unit implementation

i ; - - . 8.1 Configuration identification

5.6 Software integration and integration testin
[ - : g 8.2 Chan ntrol IEC 62304 : 2006 + AMD12015
5.7 Software system testing . ge contro

8.3 [A, B, C] Configuration status accounting

5.8 Software release for utilization at a system level

3
Ref : Medlical Device Software—Software Life Cycle Processes, ANSI/AAMI/IEC 62304 : 2006 + AMD : 2015. audmalulagdiannseinduazAouiaosuissd 33 NECIEDCD
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6. SOFTWARE MAINTENANCE PROCESS

Feedback

RE|ease 9. SOFTWARE PROBLEM
Development
p - RESOLUTION PROCESS
_— —_— _— E
N Acceptance Test..”. I 1. Inform customer Evaluate /
X L - I 2. Enhancement W/ SW?| Re-assess risk (7.)
mq“im:f:fm o PEMS validation plar w|  PEMS validation |- — validation g e o o o o e
\\:D Pl @ 7 results /‘ |nfl'a ? Safety?
\ et
PEMS PEMS tost speciicati ™ pemsi ion & PEMS /
\ architectural design |— PEMS VERIFIGATION Plan > VRPN -~ - VERIFICATION e NO
\ desig <: results //
AY
%x{ﬁm s SYStEIM TSt
RS | riemse, | e, é‘g Change Management Process
architectural design VERIFICATION rasults -. .
S e et Vethed software sabayatom (componenl) r _Wo_ a:rh u_ d_ I (8.2 Change Control)
Softwere & soFwaRe systew (| Software e = - Record change request
archiectrl desi 5 verrcAToN L negrtion and

Portion of PEMS # {component desi) mamo:? rasults
V-model included verteaton v

in IEC 62304
soeciaton verd o
5. SOFTWARE DEVELOPMENT

h So&w;:ad:laled Soﬁwaramt Suﬁwareml
M . PROCESS

by |
Ref : Medical Device Software—Software Life Cycle Processes, ANSI/AAMI/IEC 62304 : 2006 + AMD : 2015, N oS ias 34 NECTEE
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Example: IEC62034 Test Report - The Evidence List
TABLE: Mapping of required evidence and manufacturer documents
Standard Clause Deliverables Title Revision # Date

42 Risk management file P0O01_RiskManagementFile /'140 20/07/2020

4.3 Software safety
classification document ‘ .

— ) | File name Baseline/

43 Specification of risk control . . . . .
measures external to publish revision Baseline/ publish/
software system approve Date

4.3 Rationale of classification for
decomposed software
system

4472 Risk management activities
for legacy software

443 Gap analysis for legacy
software

444 Gap closure plan for legacy
software

445 Rationale for use of legacy
software

211 Software development plan

S
. P a ¢ o s 1 a NECTECN'
V;mEJL‘V]ﬂI‘IJIﬂEJ’eJLﬁﬂVIi’eJUﬂﬁLLfﬁSﬂ@aJ‘W’JL@@iLL‘VN‘UWW 35 e NSTDA
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Case Study

Evidence List

|TA.ESLE= Mapping of required evidence and manufacturer documents

Standard Clause Deliverables Title Revision # Date

42 Risk management file F-PAS5-030-RiskMngmnt Version 3.0 81212020

43 Software safety F-PASS-030- Version 3.0 &12/2020
classification document RiskMngmnt - 4

43 Specification of risk control | F-PASS-030- ersion 3.0 81272020
measures extemnal to RiskMngmnt: 7.5
software system

43 Rationale of classification for | F-PASS-030- Version 3.0 &12/2020
decomposad software RiskMngmnt -
system

442 Risk management activiies |F-PASS-030- Version 3.0 &12/2020
for legacy software RiskMngmnt: 9

443 Gap analysis for legacy F-PASS-030- Version 3.0 &12/2020
software RiskMngmnt - 9

444 Gap closure plan for legacy | F-PASS-030- \Version 3.0 1212020
software RiskMngmnt - 9

445 Rationale for use of legacy | F-PASS-030- Version 3.0 &12/2020
software RiskMngmnt: 9

511 Software development plan | F-PASS-030-DevPian : Version 3.0 81272020

41

513 Software requirements MNA A MNiA
reference to software design
and development document

Photo Documentation

Test Item: RE3-013-IT04-01
MDS (R63-013-IT04-01.zip) = 509cTded9TefaTbld5e2d6f3b458374b

Dietail of. | List of software developments Version 1.0

[=RTER TR A Mame - Pig Date modfie:

F-PRS-T10-DevPlin 1 » TR e Dot
F-RAS-T10-Farepost f E
F-RA-T10-Aebeasefles

F-PaFE-T10-Riskhdng mre

F-RESE-T10-5WRay [

F-RS-T10- TesDes

Supperting doc umants

Example: IEC62034 Test Report

Example: IEC60601-1 Cl.14 Test Report

Mame of Testing Laboratory preparing
the REPOrt i mmmmsssmiissssss smss samenst

Job Mo. 252001 | Report Refaramce Mo, 52-001-TRO1 5 Job Mo. JE4-001 | Report Refersnce Mo, | J54-001-TROZ
|'\|EC-|-E(:'.-|‘.I Applicant’s Name | Mewrsl Signel Processing Recesrch Tesm (NEF) , HECTEC % NECTEC-I Applicant’s name | Meursl Signal Proceceing Recesrch Team (NSF) , NECTEC
NSTEE
SSR=s Product FASE Fro-wargion w:r:,::l..,:;:u, Product PASS Proversion \.c:'l-l:l‘-:l:: a5
TEST REPORT
IEC 62304
. . TEST REPORT
Medical device software
Software life-cycle processes 'E_C 606011 ':f'“y Clﬂus_e 14
Medical electrical equipment s
REPOTt HUMDET +.oroeeeo oo J64-001-TRO1 Part 1: General requirements for basic safety and essential performance
Date of issue.. 30 December 2020
Report Reference No. ...evvevieneee . JB4-001-TRO2
Total number of pages .. 35 i
Date of ISSUE e s S0 DEcember 2020
SEPTNECTEC Total number of pages v 11

Applicants name ....

Address...

Mewral Signal Processing Resesarch Team (NSP) , NECTEC

MNECTEC 112 Thailand Science Park, Khiong Nueng, Klong
Luang, Pathumthani 12120

Test specification:
StaANdard s ————— IEC 62304-2006 First Edition; + A1:2015
wor |[EC 62304.2015 C5\

Test procedure NECTEC Testing Report

Mame of Testing Laboratory SEPTNECTEC
preparing the Repomrt .
Applicant's NAME ... Neural Signal Processing Ressarch Team (NSP), NECTEC

Address ..o ;. NECTEC 112 Thailand Science Park, Khlong Mueng, Klong Luang,
Pathumthani 12120

Hon-standard test metho MA

Test Report FOorm Mo s FM-TR-04
Test Report Formes Originator ... SEPT.NECTEC
Master TRF ..o smsmsesanns: 3.0

This report is not valid as a CB Test Report unless signed by an approved NECTEC Testing
Laboratory and appended to a CB Test Certificate issued by an NCB in accordance with IECEE 02.

Test specification:

Standard.......ommmmssssese . [EC 60601-1:2005Third Edition; - CORR. 1.2006 + CORR. 2.2007 +
A1:2012
@ IEC 80601-1: 2012 reprint

Test procedure. s :  NECTEC Testing Lab

Hon-standard test method.____.

Test Report Form No. ... :  FM-TR-05
Test Report Form Originator . SEPTMNECTEC
Master TRF... 30

General disclaimer:

The test results presented in this report relate only to the object tested.

This report shall not be reproduced, except in full, without the written approval of the Issuing MECTEC
Testing Laboratory. The authenticity of this Test Report and its contents can be verified by contacting the
MECTEC Testing, responsible for this Test Report

In case of problems or complaints can notify complain_squat@nectec.or.th or Tel: 0 2564 6900 ext. 2501

This report is not valid as a CB Test Report unless signed by an approved NECTEC Testing Laboratory
and appended to a CB Test Certificate issued by an NCB in accordance with IECEE 02.

General disclaimer:

The test results presented in this report relate only to the object tested.
This report shall not be reproduced, except in full, without the written approval of the Issuing NECTEC Testing
Laboratory: The authenticity of this Test Report and its contents can be verified by contacting the NECTEC

Testing, responsible for this Test Report
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IEC 62304 .
Clause|Requirement + Test Class
4|GENERAL REQUIREMENTS
4.1| [A, B, C] Guality management system A
4.2|[A, B, C] Rizsk management A
4.31[A, B, C] Software safety classification A
4.4][A, B, C] Legacy software A

4.1 drulneyinflyldony 0.6, o 3udu medical device
Usztanluu
4.2 dulngydl Risk management file 11 1SO 14971
01 Fail Ao 11l Risk management file @13 1SO 14971
4.3 91 Fail Ae 14dl n15911 System Architecture
wag Lluseliiu Software Safety classification

4.4 01 Fail A9 d@lngluiinisuansnanisiiasie
e Tuumay Software Item 1Ju Legacy, SOUP, develop
o sififuneunazna NsUseduAMUEsUes Legacy
1 Risk Assessment
° hiﬁ%gumaumﬁmmﬁ Legacy hu Deliverables without performing

activities required by
O 5.2 (Requirement analysis)
O 5.3 ( Architectural design)
O 5.7 (System Testing)

O and Clause 7 ( Risk management)
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IEC 62304

-

Clause [Requirement + Test Class | 5.1 d@uluaiiia Software development plan
5| SOFTWARE DEVELOPMENT ;

PROCESS e liaSunstunaunazniIsiaulewanaisiuss

51| Software development planning A

5.2| Software requirements analysis (SRS ﬂﬁzmumﬁﬁu"] MU IEC62304 Cl.6 — 9

system description/external interface
requirements/ functional reg/performance °

reg/zafety req/ design constrain} ‘ljjﬁ ﬂ’]ﬁﬂo’l‘Vﬁm de Uve ra bte

5.3] Software architectural design

5.4| Software detailed design 3 i ‘lﬂjﬁﬂﬁﬂ;ﬁWUﬂ'ﬁVT'} Tracebility Metrix

5.5| Software unit implementation A

o Lifinnsrmun Cl awes SOUP, Legacy, develop

5.6| Software integration and integration
testing

5. 7| Software system testing d ‘lﬂ\iﬁﬂ’ﬁLLﬁﬂﬂﬂﬁﬂgﬂuma%@Q Appropriate plaﬂ

5.8] Software release for utilization ata
system level

5.2 dulvejindl Software requirement specification — SRS 5.3 uaz 5.4 lailg require Faavilu Software safety

* lifinan153A139% 5.2.2 requirements a) — |) classification A

e T3ifinans re-evaluates the medical device risk ueualsin System Architecture

analysis when software requirements are o fiethluusediu Software Safety classification

established and update it as appropriate Laz Risk assessment

* lyifinanns verify 5.2.6 requirements a) — f)
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5.5 lulldwanamdng1unisvia Software Unit implementation L3y 7 5.8 Software release for utilization at a system level

SalfU Source code. Executable code ®*  P1IANANITLLEMS residual anomalies

5.7 duluginenaisnisnadau Software system testing laiszy version of the medical device software

° 13Ji$°14 a set of tests, expressed as input stimuli, ¥ released
expected outcomes, pass/fail criteria and procedures * establishes procedures to ensure that the
° lﬁiquLaﬂﬂ verify strategies and test procedures released medical device software

When changes are made during software system O replication, media labelling, packaging,

. N protection, storage, delivery
testing, the manufacturer: repeated tests (repeatability),
perform modified tests, performs relevant risk
management activities as defined in 7.4

* repeatability of tests 5.7.5 a) - g)
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a software maintenance plan (or
plang) for conducting the activities and
tazks of the maintenance process

[EC 62304
Clause|Requirement + Test Class
6| SOFTWARE MAINTENANCE
PROCESS
6.1| [A, B, C] The manufacturer establizshes A

6.2

Problem and modification analysis

6.3

Modification implementation

631 [A, B, C] The manufactursr identifies and periom A
. any Clause § activities that need to be repeated
" ac a result of the modification

G.3.2 [A, B, C] The manufsctursr releases modifications A

acoording to 5.8

dnulueia? ladinszuiunis 6.1 - 6.3

LAY NanIsnNsEuIuns (Pilot)

14 ) d. | v U/ d' |
?lE)ﬂ’]‘Vi‘IJﬂ‘Vl‘lﬁJﬁE]ﬂﬂﬁﬁ]\iﬂUﬁJ’]ﬁlSﬁ’]UﬂWUU@EJ

IEC 62304
b
Clauze|Requirement + Test Clazs
T|SOFTWARE RISK MANAGEMENT
PROCESS
1.1|Analysis of software contributing
to hazardous situations
[
71.2|Risk control measures
1.3|Verification of risk control
measures
1.4|Risk management of software
changes
T.4.1 [A, B, C] The manufacturer anshrses changes to A
the medical device softeare (including soup) to
determine whether:
3} additional potential causes are introduced A
contributing to 3 hazrardows siteation
b} sdditional software risk control messures ars A
reguired
742 [B, C] The manufacturer anahyses changes to the B
software, incleding changss to soup, to determine
whether the software modification could interfere
with existing rick control messures
T.43 [B, C] The manufacturer performs relevant risk B
management activities defined in 7.1, 7.2 and 7.3
based on these anahyses

* 13l n13vI System Architecture

way luin1suUseiiu PESS / Software Item Tu

Risk management file 13 1SO 14971

* 13fin19 reevaluate risk assessment nel Change
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IEC 62304

IEC 62304 Clause |Requirement + Test Class

9| SOFTWARE PROBLEM
RESOLUTION PROCESS

BISOFTWARE CONFIGURATION 9.1|[A, B, C] The manufacturer prepares a A [ J IgjﬁﬂqiaguqaﬁumauuagLLaﬂq
problem report for each problem

MHAGEMEHT PH{}EESS detected in the medical device o =
Configuration identification : software YUNNUYDY Software problem

9.2|[A, B, C] The manufacturer:

Clauze|Requirement + Test Class

8.

82 Chﬂl’lgE control 9.3|[A, B, C] The manufacturer advises A resolutlon

B3 B relevant parties of the existence of
[A’ B’ C] The manufacturer : the problem, as appropriate

retains retrievable records of the 9.4[[A, B, C] The manufacturer approves A o iﬂjﬁﬂ'ﬁﬁ\laﬂ'ﬁVIﬂﬂ@‘ULﬁ@Lﬁﬂﬂ'ﬁ

hiStDrjl' of controlled and implements all change requests,
observing the requirements of the

configuration items including T change control process Change (9.8)

system configuration 9.5|[A, B, C] The manufacturer maintains A
records of problem reports and their

E resolution including their verification
The manufacturer updates the risk A

a : management file as appropriate
* lufinssey Cl - .

[A, B, C] The manufacturer performs

. a 3 U e . analysis to detect trends in problem
¢ VL&I&IﬂﬁE]ﬁ‘U’]EJ‘*UUG]E]ULLﬁ%LLﬁﬂ\‘i‘U‘U‘VIﬂGUE]Q : reports —
9.7][A, B, C] The manufacturer verifies A
resolutions to determine whether:
Chan ge Control 9.8{[A, B, C] When testing, retesting or A
regression testing software items
and systems following a change, the
manufacturer includes in the test
documentation:

3) test results

b} amomalies fouwnd

c) the version of software tested

= = =

d} relevant hardware and software test
configurations
£} relevant test tools

=

=

f) date tested

g} identification of the tester A

S
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Summary

User needs

N

PEMS

SOFTWARE ITEM

Any identifiable part of a
computer program, i.e.,
source code, object code,
control code, control data,

or a collection of these

SOFTWARE SYSTEM
Integrated collection of
SOFTWARE ITEMS organized to

Software System accomplish a specific function

Embedded, Standalone, Application -

Class: A B C or set of functions

requiraments capture

PEMS requirement
spedifications

items

< . . :
Verified PEMS / O

PEMS

jons. | Standards for software

architectural design

~
_ PEMS architecture specification,
Snbsyshem (e.g. F'ESEB]

Software Item Y
Embedded, Standalone, Application -
Class: A B C

Software safety

classification

Type : SOUP Legacy Develop

medical device

Saftware integration
& SOFTWARE SYSTEM
VERIFICATION
(companent
integration &
verification)

architectural design
{component design)
Portion of PEMS )

V-model included
in IEC 62304

Suﬂmre unit

h Software detailed
dasign
(unit design)

Software unit
\mplemsntanm

(un-l vERlFlunuN}

—

PESS) integration &
- VERIFICATION

(e.g.

Software
integration and
VERIFICATION
rasults

X Terminology

> Software, PEMS, PESS, Software Item,
SOUP, Legacy

> SDLC - V Model

> Architecture, software safety classification
> |EC 62304: 2006 + AMD1:2015 requirements

- VERIFICATICN - E\'/

IEC 60601-1 : 2005 +
AMD1:2012 Cl.14

rasults

IEC 62304 : 2006 +
AMD1:2015

Clause and subclauses \ Class

GENERAL REQUIREMENTS [A,B,C]

class C

Software ltem W
Embedded, Standalone, Application -
Class: A B C

Software ltem
Embedded, Standalone. Appl.=
A BC

Class :

Type : SOUP Legacy Develop Type : SOUP Legacy Develop

® Legacy Software

MEDICAL DEVICE SOFTWARE which was legally
places on the market and is still market today but
for which there is insufficient objective evidence that it
was developed in compliance with the current version
of this standard.

5 SOFTWARE DEVELOPMENT PROCESS

6 SOFTWARE MAINTENANCE PROCESS [A,B,C]

7  SOFTWARE RISK MANAGEMENT PROCESS

SOFTWARE CONFIGURATION MANAGEMENT
PROCESS [A,B,C]

SOFTWARE PROBLEM RESOLUTION PROCESS
[A,B,C]

® Software of unknown provenance - SOUP

SOFTWARE ITEM that is already developed and
generally available and that has not been developed for
purpose of being incorporated into the MEDICAL DEVICE
[off - the - self software] or SOFTWARE ITEM
previously developed for which adequate records of the
develop PROCESSES are not available.
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Q&A
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Publishers Inc., San Francisco, CA, USA.

o iy SEdiu. 2560. wé’ﬂmﬁﬁugmﬁuaﬁmﬂiﬁﬂJ%@WﬁLLa% (FUNDAMENTALS OF SOFTWARE ENGINEERING).
FaagAtU. N300, Uszmelny

® https://www.istgb.org/downloads/send/51-ctfl2018/208-ctfl-2018-syllabus.html

®* Medical Device Software—Software Life Cycle Processes, ANSI/AAMI/IEC 62304 : 2006 + AMD : 2015.
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IEC 60601-1 : 2005 + AMD1: 2012
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Web SQUAT :
https://www.sauat.in.th

uSnImasay ——

\
SQUAT

Software Quality Testing Laboratory
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